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Abstract

Private Function Evaluation (PFE) allows two parties to compute a Boolean function, where
one party holds the function and one party holds the input, while keeping the input and
function private. Only the output of the function shall be revealed. PFE can be reduced to
Secure Two-Party Computation (STPC) by evaluating a Universal Circuit (UC), which is a
Boolean circuit that can be programmed to compute any other circuit up to a given size as a
public function with an STPC protocol like Yao’s garbled circuits (FOCS’86) or the Goldreich-
Micali-Wigderson protocol (STOC’87). Most UC implementations are restricted to binary
gates and based on Edge-Universal Graphs (EUGs). In this thesis, we extend UCs to support
gates with arbitrary many inputs via a black-box reduction from EUGs. Then, we implement
the state-of-the-art UC of Liu et al. (CRYPTO’21) and the original UC of Valiant (STOC’76) and
extend both to support multi-input gates. Furthermore, we compare our new construction
with the original idea of Valiant to allow higher input gates by merging sufficiently many
EUGs. However, this leads to a linear UC size increase in the maximum supported gate input
size. Our multi-input gate construction circumvents this problem by specifying the maximum
number of inputs per gate. This is a trade-off between efficiency and privacy since our
approach leaks more information than standard PFE schemes. We show that both multi-input
constructions always reduce the UC size compared to the standard binary construction.
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1 Introduction

Assume two parties A and B want to jointly evaluate a Boolean function f on input x, where
party A possesses the function f and party B provides the input x. The goal is that both
parties learn the output of the function f (x) while keeping the input and function private.
This task is called Private Function Evaluation (PFE) and can be achieved by constructing
so-called Universal Circuits (UCs). On a high level, a UC is a Boolean circuit which allows to
compute any Boolean circuit up to a given size by specifying so-called programming bits.

We can reduce PFE to Secure Two-Party Computation (STPC) [SYY99; Pin02; KS08a] by
evaluating these UCs with an STPC protocol like Yao’s garbled circuits [ Yao86] or the Goldreich-
Micali-Wigderson protocol [GMW87]. These protocols allow to evaluate a public Boolean
function, represented as a Boolean circuit, privately, e.g., the inputs of each party remain
secret, and only the output of the function is given. Using the programming bits of the UC as
the private input of party A and the actual input of party B as his input, we can compute f (x)
while keeping the function f and input x secret. This approach directly leads to the challenge
of constructing UCs of minimum size. The idea of UCs was originally introduced in [Val76]
by Valiant, who also provided an asymptotically optimal construction with size ®(nlogn),
where n is the number of inputs, gates, and outputs. He used methods from graph theory and
defined so-called Edge-Universal Graphs (EUGs), which build the core of the UC construction.
Valiant provided two constructions that both depend on the same recursive structure with
sizes ~ 5nlog, n for the 2-Way construction and ~ 4.75nlog, n for the 4-Way construction.

Using standard Universal Circuits for binary gates, a multi-input gate circuit must first
be converted into a circuit with binary gates. In general, this transformation results in
exponentially more gates [Weg87, Theorem 2.1].

The first UCs for multi-input gates were given in [SS08] (cf. Related Work). Also, Valiant
proposed an idea for circuits with higher gate input sizes by merging sufficiently many
EUGs. However, this approach allows all gates to have this many inputs. In particular,
Valiant’s construction grows linearly in the number of the maximum supported gate input size.
This can result in a massive overhead as we will demonstrate. In this thesis, we present a
construction that does not grow linearly with the maximum gate input size. Our construction
is based on the construction algorithms for standard EUGs and uses them in a black-box
manner. Therefore, each improvement in the size of EUGs also improves our construction.
We pre- and post-process the circuits to be embedded and use standard EUG constructions
as a black box. In our construction, we have to decide how many inputs each gate should
support. This information, in addition to the number of inputs, gates, and outputs, is leaked.
Therefore, we can only guarantee the anonymity of the circuit up to these restrictions. Thus,
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our construction is a trade-off between efficiency and privacy, and it can also be seen as a
Semi-Private Function Evaluation (SPFE) construction. SPFE, as proposed in [PSS09], is
similar to PFE with the difference that the anonymity of the function f is only guaranteed
within a class of functions F, i.e., the information f € F is leaked, but the concrete function
stays private. The concrete anonymity set of our construction is defined in Section 4.2. A
typical use case for SPFE are functions that can be split into a private and a public part. For
example, Giinther et al. showed in [GKSS19] how a car insurance tariff can be computed
privately. A general framework for SPFE with concrete applications is given in [PSS09].

Applications of PFE

Private Function Evaluation can be used in situations, where the input contains sensible data
and the function contains information like internal business data, knowledge, or research
results. A direct example for this is privacy-preserving credit checking [FAZ05], where the
concrete financial situation of the loanee can be kept private, while the loaner can make sure
that their credit-granting policies are enforced and kept secret. In [OI07], it was shown how
PFE can be used to privately search for information (e.g., keywords or their combinations)
on streaming data without revealing the search criteria. PFE can also be used for privacy-
preserving remote diagnostics as shown in [BPSW07; BFK*09], where the diagnostics routine,
represented by a binary decision tree or a linear branching program, as well as the user’s
information is kept secret. In [SS08], Sadeghi and Schneider used their multi-input gate UC
construction to securely evaluate Neural Networks. Further applications of PFE are private
queries in database management systems [PKV*14; FVK*15] or privacy-preserving intrusion
detection systems [MS13; NSMS14].

Related Work

The first UC constructions for multi-input gates were presented in [SS08] by Sadeghi and
Schneider. They proposed three different constructions. The first one is an iterative construc-
tion that uses Choice Blocks which select the desired input wires to the multi-input gates
out of the circuit inputs and previous gate outputs. Sadeghi and Schneider also proposed
three possible constructions for instantiating a Choice Block. Using their proposed sub-linear
Choice Block, their construction has size O(logd k?), where k is the number of gates and d
the maximum gate input size. To keep the notation compact, we refrain from giving the
complexity also for the number of inputs and outputs since they are, in general, much smaller
than k. The second UC construction with size O(dk log? k) is a generalization of the modular
UC of [KS08a]. The third proposed UC construction in [SS08, §4.3] is a generalization of
Valiant’s original construction [Val76]. It has the asymptotic optimal size of O(dnlogn). All
gates in above constructions support up to d inputs. Therefore, they do not leak the concrete
gate sizes, in contrast to our construction.

There were several improvements to the original UC constructions of Valiant [KS16; LMS16;
GKS17; ZYZL19; AGKS20]. The best known construction using Valiant’s framework was given
in [ZYZL19] with size ~ 4.5nlog, n. This construction was further improved in [AGKS20]
using only O(n) memory during the UC compilation. Recently, a new even more efficient
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construction, deviating more from the original idea of [Val76], was proposed in [LYZ"21]
and reduced the size to ~ 3nlog, n. Most notably, this goes beyond the lower bound of ~
3.64nlog, n [ZYZL19] that holds for constructions using Valiant’s framework. In [KS08a],
Kolesnikov and Schneider proposed a modular UC construction of size ~ 1.5k logﬁ k which is
more efficient than Valiant’s construction for small circuit sizes.

Mohassel and Sadeghian proposed two PFE schemes in [MS13]. The first scheme uses ho-
momorphic encryption and has linear complexity, while the second scheme uses Oblivious
Switching Networks and can be realized by mainly symmetric cryptography. This construction
has a complexity of O(nlogn). In [BBKL19], Bingol et al. further improved the commu-
nication effort of the latter construction by 40% using the half gates garbling technique
of [ZRE15].

Katz and Malka showed in [KM11] that PFE can also be realized in linear complexity at
the cost of using homomorphic encryption. In [MSS14], Mohassel and Sadeghian extended
their protocol of [MS13] such that it is secure against active adversaries while retaining the
linear complexity. In [BBK18], Biger et al. proposed a PFE scheme based on homomorphic
encryption with a reusability feature. The scheme is split into an initial execution and a
resumption protocol for subsequent evaluations of the function, where the latter can reuse
tokens of the initial execution to be more efficient. Recently, in [HKRS20], Holz et al. showed
the practicality of homomorphic encryption based PFE schemes by improving the protocol of
Katz and Malka [KM11] and using state-of-the-art homomorphic encryption schemes.

Felsen et al. showed in [FKSW19] that PFE can be realized very efficiently by using a Trusted
Execution Environment (TEE).

Our Contributions

We provide a rigorous mathematical framework to analyze and prove the correctness of
Valiant’s EUG construction [Val76] and the-state-of-the-art EUG construction of [LYZ"21]
(Chapter 3).

Then, we describe our multi-input gate construction, which is not growing linearly with
the maximum gate input size, and prove its correctness (Chapter 4). To the best of our
knowledge, there is no practical implementation of the state-of-the-art scheme of [LYZ"21] as
their implementation only verifies correctness and size of the construction (cf. [LYZ"21, §4.2]).
We provide the first practical implementation of Universal Circuits using the construction of
Liu et al. [LYZ"21] and extend it with our multi-input gate construction and the (generalized)
Valiant’s multi-input gate construction of [Val76][SS08, §4.3]. We also implement a hybrid
construction, which is a mix of our construction and Valiant’s generalized multi-input gate
construction (Section 5.4).

Last but not least, we compare the different multi-input gate constructions with the standard
binary construction (Chapter 5). We show that all three multi-input constructions yield
smaller UCs than the standard binary construction.
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In this chapter, we cover the needed graph theoretic results (Section 2.1), introduce the
concept of an Edge-Universal Graph (Section 2.2), and show how we can use EUGs to enable
Private Function Evaluation (Section 2.3).

We consider directed graphs G = (V, E) throughout the rest of this work, if not explicitly
stated otherwise, with V being the set of vertices and E being the set (or possibly multi set)
of edges. N denotes the set {1,2,...}. [k] denotes the set {1,2,...,k} for k € N.

2.1 Graph Theory

Definition 1 (Basic Definitions). Let G = (V, E) be a directed graph and v € V.

. BJG’(V) denotes the set of all incoming edges to v, i.e., 62(1}) :={(u,v)€E:ueV} For
U C V, we define Sg(U) ={(uw,v)€E:ueV\U,veU}. 6;(v)and 6;(U) are defined
analogously for outgoing edges.

. Fg(v) denotes the set of incoming neighbors of v and is defined by Fg(v) ={uev:
(u,v) €E}. For U C V, we define T (U) := | J T (u) \ U. The sets T (v) and T (U) are

uelU
defined analogously for neighbors connected by an outgoing edge.

* The indegree (resp. outdegree) of v is defined by dngGr(v) =65 (v)| (resp. deg (v) =
[65(VD. G has fanin p ifdegg(v) <pVYveV.Ghasfanout p if6,(v)<p VveV.

e ForUcV,G[U]:={U,{e =(u,v) €E :u,v € U}} denotes the subgraph induced by U.

For undirected graphs G = (V,E), we define 645(v) :={e ={u,v} € E:ueV}forveV
and G[U]:={U,{e={u,v} €E:u,v € U}} for U C V. Because we often have to deal with
multiple graphs in the remaining work, we will also say v € G (resp. e € G) instead of v € V
(resp. e € E) for G = (V, E). If the graph G is clear from the context, we use above notations
without the index G, e.g., we write 6 instead of .

Definition 2 (Topological order). Let G = (V, E) be a directed acyclic graph. A topological
order for Gisamap ng: V — {1,...,|V|} such that V (u,v) € E : ng(u) < ne(v).
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Note that the topological order of a graph is, in general, not unique. However, we will waive
the specification of the concrete topological order to keep the notation simple and always
assume a fixed 7 for each graph G.

Definition 3 (T},(n)). The set T,,(n) denotes all directed acyclic graphs with at most n vertices
and fanin /fanout p for p,n € N.

Definition 4 (Edge coloring). An edge coloring of an undirected graph G = (V,E) is a map
c: E — [k] for k € N with the property c(e) # c(e’) V e,e’ € 5(v) withe #e' Vv eEV. A
minimum edge coloring is an edge coloring with the smallest k. This k is called the chromatic
number of G and denoted by y(G).

On a high level, an edge coloring colors the edges of a graph such that all "neighboring" edges
(i.e., edges that are connected by a common vertex) have different colors.

Definition 5 (Bipartite graphs). An undirected graph G = (V, E) is called bipartite if there
are disjoint V',V C V such that V.= V' UV”, and there are no edges within V' or V",
ie, G[V']=(V',0) and G[V"]=(V",0).

One important characterization of bipartite graphs is that they do not contain cycles of odd
length. A proof for this can be found in [Diel0, Prop. 1.6.1].

Theorem 1 (Kénig’s theorem ([Diel0, Prop. 5.3.1])). The chromatic number of an undirected
bipartite graph equals the maximum degree of a vertex in this graph.

Proof (by [Diel0, Prop. 5.3.1]). Let G = (V,E) be an undirected bipartite graph. Let A be
the maximum degree of a vertex in G. Observe that y (G) > A since there is a vertex with A
adjacent edges that all need a different color. For the direction y(G) < A, we use induction
on |E|.

Base case: |E| =0
Then A = y(G) = 0 because there is no edge to color.

Induction step: |E|=m+1

Choose an arbitrary edge e = (u,v) € E and remove it. Let G = (V, E) denote the resulting
graph. By induction hypothesis, we can find a A-coloring of G. Now consider the vertices u
and v of the removed edge. They have at most A — 1 neighbors in G, and therefore, u and v
have at least one color that is not used by an adjacent edge.

Case 1: There is a color that is not used by adjacent edges to u and v.
Then, we can color e with this color and obtain a A-coloring of G.

Case 2: There is no color that is not used by adjacent edges to u and v.
Then, we can choose a color 8 that is used by an adjacent edge € to u but not by an adjacent
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edge to v and a color a that is not used by an adjacent edge to u. Now consider the longest
walk that starts with é and continues with edges alternatingly colored to a and 8. Such a
walk must be a path. Therefore, a longest walk must exist:

Note that every vertex on this path, except for the endpoints, must have adjacent edges with
colors a and f3. If there was a cycle starting at one of those vertices on the path, either a
or 3 would be used twice for adjacent edges to this vertex. Also there is no cycle possible
that uses the starting point since by assumption the start vertex u has no a-colored edge.

We also know that this walk can not contain v because v has no adjacent 3-colored edge and
would have to be on this walk by an (incoming) a-colored edge. Thus, the length of the path
until v would be even, and adding e to this path would introduce a cycle of odd length in a
bipartite graph, which is impossible.

Now we can swap the colors of each edge on this path. Because we chose the longest such
walk and u has no adjacent a-colored edge, this results in a valid coloring where u has
no f3-colored adjacent edge. Now we can color e with 3 to get a A-coloring for G. O

The constructive proof directly yields the following algorithm to find a minimum coloring:

Algorithm 1: EDGECOLORING(G)
Input :bipartite undirected graph G = (V, E)
Output : minimum edge coloring ¢

1A max{degs(+)}

2 foreach uncolored e = (u,v) €E :

3 ifdie[Alwithc(e)#iVeedz(w)udg(v):

4 L cle) «i

5 else

6 choose a, 3 and e like in the proof

7 swap the colors of the longest 3-a-alternating path starting with e
8 c(e)=p

9 return c

Corollary 1. Algorithm 1 returns a minimum edge coloring for an undirected bipartite graph G =
(V,E) in time O(|V||E|).

Proof. Correctness directly follows from Theorem 1. The maximum degree A of a vertex in
G can be found in time O(|V |+ |E|) by Depth-First-Search. We can determine a, 3, and e, or
find a free color for each e = (u,v) in time O(|V|) by iterating through the adjacent edges
of u and v (each at most |V|), and then remove colors from the candidate set that are used
by any of these edges. If there is no color left, there is no free color, and we do the same
procedure with two candidate sets to find a and 3. Each path in which the colors are possibly
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swapped has at most length |V|. Therefore, each iteration of the algorithm takes time O(|V ),
resulting in a total of O(|V||E|) time for the whole algorithm. O

At this point, we want to say that there are faster algorithms like [Alo03; COS01] than the
one derived from K6nigs theorem. The fastest algorithm so far running in time O(|E|log A)
was proposed in [COS01]. Next, we show how we can use an edge coloring to partition the
edge set of a graph with fanin/fanout p into p edge sets that can be embedded more easily
as we will see in Proposition 1.

Corollary 2 ([AGKS20, Theorem 1 & 2]). Let G = (V, E) € T,,(n). Then, there exists a (disjoint)
partition Eq, E, ..., E, of E such that G; = (V,E;) € Iy (n) V i € [k].

Proof (cf [AGKS20, Theorem 1 & 2]). Construct a bipartite graph G = (V, E) with

Vi=vuV: =vu{y:veV},
E:={{u,9}:(u,v)€E}.

Since each ¥ € V has at most p neighbors, there exists a p-coloring of G by Kénig’s theorem
(Theorem 1). Now construct an edge set

E;:={(u,v) €E : {u,7} € E with c({u,7}) = i} for each colori €[p].

Note that an undirected edge {u, ¥} € E corresponds to exactly one directed edge (u,v) € E
since G is acyclic. Consider E; for i € [p] and let v € V. By the coloring property, there is at
most one edge containing v and one edge containing ¥ colored with color i. Thus, there is at
most one incoming and one outgoing edge in E; for each vertex v. Therefore, G; € I}(n). O

2.2 Edge-Universal Graphs

Definition 6 (Edge-Embedding). Let G = (V,E,P) and G’ = (P,E’) be directed graphs with
P c V and G’ acyclic. An edge-embedding from G’ into G is a map v: E' — P, where Pg
denotes the set of all paths in G with the following properties:

e (e’) is a u-v-path (in G) for ¢’ = (u,v) € E/,

 (e’) and (&) are edge-disjoint paths for all e’,&’ € E’ with ¢’ # &'.
Definition 7 (Edge-Universal Graph). A directed graph G = (V, E, P) with ordered pole set
P :={py,...,pn} C V is called an Edge-Universal Graph for T,,(n) if:

* Every acyclic G' = (B E") € T,(n) that is order preserving, i.e., ¥ e = (p;,p;) € E' =
i < j, can be edge-embedded into G.

We also write U, (n) for an EUG for T,,(n).
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Note that there are some technical differences between our definition of an EUG and the
original definition of an EUG in [Val76, §2]. In our definition, only graphs that consist of the
pole set P of the EUG can be embedded. This together with the restriction to order preserving
graphs simplifies notation and improves the readability of the proofs. In the original definition
of an edge-embedding, there is an additional map ¢ : V/ — P that maps the vertices of the
graph to be embedded to the poles of the EUG. The advantage of Valiant’s definition is that
the vertex set of the graph to be embedded must not be the pole set. However, since we are
using nested EUGs, we have to treat some of the nodes of the EUG as poles of its nested EUG
and solve the task of edge-embedding in this nested EUG. In particular, we will edge-embed
edges between those vertices in the nested EUG, and this requires us that this vertex is a
pole of the nested EUG. If we used a map ¢ like in the original definition, this would not be
guaranteed.

This is solely a technical requirement, and our modified definition has no practical restrictions:
Assume we want to edge-embed G’ = (V',E’) € T,,(n) with V' # P. Then, we can easily

build a map ¢: V' — P that maps the vertices of G’ to the poles of G such that G = (P, E/)
(with £ = {(p(w), ¢(v)) : e = (u,v) € E’}) is order preserving. To do that, sort the vertices
of G’ topologically (such that V' = {v],...,v; } for m < n). Then, set ¢(v) =p; V v; € V. If
|[V’| < n, we can add dummy vertices to V' with no incoming or outgoing edges. Now, G can
be edge-embedded into G.

The other difference is that we do not require the EUG to be acyclic, although an EUG must
be acyclic to be transformed into a Universal Circuit. This relaxation of the definition allows
us to elegantly prove the correctness of the EUG construction by Liu et al. [LYZ"21], which
deviates from the original construction of Valiant [Val76].

We summarize the concrete EUG constructions by Valiant and Liu et al. in Section 3.1 and
Section 3.2. For now, assume that we have an EUG for I'j(n). Then, we can easily construct
an EUG for T, (n) by merging p instances of our I (n) EUG. This idea was originally given
in [Val76, Corollary 2.2].

Definition 8 (Merging of EUGs). Let G = (V,E,P) and G = (V,E, P) be two EUGs for T,(n)
and T;(n) with the same same pole order and V N V=P. Then G=(VUV,EUE,P)is called
the merging of G and G.

An illustration of the coloring, edge-embedding, and merging process is given in Figure 2.1.
Note that if ENE # 0, the edge set of the merged EUG will be a multi set. For example, this
can happen if there is an edge from a pole to a pole.

Proposition 1. The merging of a I',(n) EUG and a T5(n) EUG is a T, 5(n) EUG.

Proof. Let G = (V, E, P) be the merging of the I,(n) EUG G = (V, E, P) and the T5(n) EUG
G =(V,E,P). Let G' = (B E’) €T, 5(n) be the order preserving graph to be edge-embedded

into G. By Corollary 2, we can partition E’ into disjoint sets E*, E3, ..., E;; +p such that G =
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C
2
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(a) I,(4) graph () 14(4) (© Uy (4) (d) merged Uy(4)

Figure 2.1: (a) shows the I,(4) graph with already partitioned edge sets E; and E,, (b) shows
the EUG in which the edge set E; is embedded, (c) shows the EUG in which the
edge set E, is embedded, (d) shows the merged EUG with all edges embedded.

P p+p
(BENei(n)Vie[p+p] SetE; = | JEf and E, = |J E;. Then, G| = (BE;) €T,(n)
i=1 i=p+1

and G := (P E;) € T;(n). Now, G; and G}, can be edge-embedded into G and G respectively.
Define ¢ : E' — Pg as follows:

Da(e) o Yg(e), ife’ €Ey,

¢ Yg(e), ife’ €E,

Since E’ = E; U E,, and all edges in E; and E, were edge-embedded into G and G, each
edge (u,v) € E’ is mapped to a u-v-path. Furthermore, these paths are edge disjoint because E
and E, in which E] and E, were edge-embedded, are disjoint. O

Corollary 3 ([Val76, Corollary 2.2]). An EUG for T,,(n) can be constructed by merging p EUGs
for Ty (n).

Proof. Let G =(V,E,P) be aT;(n) EUG. Create p — 1 copies of G with the same pole set and
merge these graphs successively. Correctness follows directly by applying Proposition 1 p
times. O

With this observation in mind, we can restrict ourselves on constructing I’ (n) EUGs.

2.3 Using Edge-Universal Graphs for Private Function Evaluation

Now that we understand EUGs, we can come back to our main goal which was to enable PFE.
Recall that the setting was the following:
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Let Alice and Bob be two parties, where Alice holds a Boolean function f, Bob holds some
private information x, and Alice, Bob, or both, want to learn f(x) without revealing f or x
to the other party.

Note that we do not discuss the technical details about the underlying protocols or the
concrete security definitions as PFE via Universal Circuits is a standalone application for
STPC. We present the general and most common approach of reducing PFE to STPC [SYY99;
Pin02; KS08a; KS16]. The high level idea of the reduction is:

1. Alice creates a Boolean circuit representing the Boolean function f of size n with n;
inputs, n, gates, and n, outputs.

2. Alice and/or Bob create a Universal Circuit of size > n with at least n; inputs, n, gates,
and n, outputs.

3. Alice creates a programming p’ such that the UC computes f.

4. Bob and Alice evaluate the (public) Universal Circuit with private inputs p/ and x using
an STPC protocol.

Universal Circuits

A Boolean Circuit can be seen as a directed acyclic graph whose vertices consist of Boolean
inputs, gates, or outputs. The number of inputs, gates, and outputs is denoted by n;,n, and
n,. A directed edge is also called a wire. A Boolean gate is a function z: {0,1}* — {0,1}
for k € N. The inputs to this gate are the values of the incoming wires to the corresponding
node. The outgoing wires of a node have the value of the evaluated gate. Note that every
Boolean function with k inputs can be represented by a lookup table with 2¥ entries. We
further have distinguished nodes for inputs and outputs. However, we can always divide
a k-input gate into @(2%) binary gates. But in general, we can not avoid an exponential
increase of the number of gates by this transformation [Weg87, Theorem 2.1]. The two most
prominent minimization methods for Boolean formulas (resp. circuits) are given in [Qui52;
Kar53]. Since the EUG constructions that we use (cf. Sections 3.1 and 3.2) were made for
T,(n) graphs, we possibly need to reduce the outdegree of the gates. This can be done by
using so-called copy gates which just copy their inputs [Val76, Corollary 3.1].

Definition 9 (Universal Circuit ([Val76; AGKS20])). A Universal Circuit U for n; inputs,
ng gates, and n, outputs is a Boolean circuit that can be programmed to compute any Boolean
circuit C with n; inputs, n, gates and n, outputs by defining a set of programming bits pf such
that U(x,p’) = C(x) for all possible input values x € {0, 1}™".

Note that a Universal Circuit can also compute circuits with less than the specified number of
inputs, gates, and outputs by using dummy inputs, gates, and outputs with no functionality.

10
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From Edge-Universal Graphs to Universal Circuits

Recall that the goal of the EUG constructions was to construct a Universal Circuit. Assume
that we have a merged EUG with the construction of Valiant [Val76] or Liu et al. [LYZ*21]
and a corresponding edge-embedding (cf. Definition 7). We are looking for a way to route
the output of one vertex to another vertex. Since we already have an edge-embedding that
yields a path, we can encode this path information in the programming bits for the Universal
Circuit. We will define three additional types of nodes:

* Y-Switch (cf. Figure 2.2a): A Y-Switch has two incoming wires and only outputs one
wire according to the programming bit. If the programming bit for this node is 0, the
output will be the right wire. If the programming bit is 1, the output will be the left
wire.

» X-Switch (cf. Figure 2.2b): An X-Switch has two incoming wires and two outgoing
wires. If the programming bit of this node is 0, the wires will be output in the same
order. If the programming bit is 1, the left input wire will be the right output wire and
vice-versa.

* Universal Gate (for 2 inputs): A Universal Gates for a (binary) pole has two input wires
and two output wires. For each Boolean gate, there are programming bits such that
this node computes the desired Boolean gate.

The concrete instantiation of the X- and Y-Switches as well as the Universal Gates for two inputs
with Boolean gates can be found in [Val76; KS08b]. The Universal Gate construction for more
than two inputs is described in Section 4.3. Using these node types (in addition to input/out-
put nodes), we can transform an EUG G = (V, E, P) into a UC as follows. For each nodeu € V:

e u is an input node, i.e., deg*(u) = 0:
— Then u will also be an input node in the UC.

* u is an output node, i.e., deg” (u) = 0:
— Then u will also be an output node in the UC.

e u just forwards one wire and is no pole, i.e., deg*(u) = 1 Adeg (u) =2Au ¢ P:
— Then we replace u by two wires since u does not yield another path option.

* u has two inputs, one output, and is no pole, i.e., deg™(u) =2 Adeg (u) =1Au ¢ P:
— Then u becomes a Y-Switch.

* u has two inputs, two outputs, and is no pole, i.e., deg™(u) =2 Adeg (u) =2Au ¢ P:
— Then u becomes an X-Switch.

* yisapole, ie.,ueP:

— Then u becomes a Universal Gate.

11
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X1 X2 X1 X2 X1 X2 X1 X2
\ \ [

| l L

X2 X1 X1 Xo Xo X7

(a) Y-Switch (b) X-Switch

Figure 2.2: The used switching nodes depending on the programming bit p.

This will cover all possible nodes in the constructions of Valiant and Liu et al. [Val76; LYZ*21]
as we will see in Sections 3.1 and 3.2.

Translating The Edge-Embedding to Programming Bits

Assume we have an edge-embedding v¢: P — V and want the corresponding programming
bits. We define for each switching node a left and right incoming (resp. outgoing) wire. For
each u-v-path Y ((u, v)), we set the programming bits of the switching nodes along the path
accordingly. For example, assume there is an X-Switch along the path, and the path enters this
switch by the left wire and needs to leave it by the right wire. Then, we set the programming
bit of this X-Switch to 1. Since we have edge-disjoint paths and the programming bits can
simulate every possible choice for each switch, this is always possible.

In practice, we directly set the control bits of the switches and do not build an explicit
edge-embedding map 1. A modular algorithm to acquire the programming bits supporting
Valiant’s original construction (amongst others) is given in [GKS17]. With Algorithm 4 in
Section 3.1, we provide a variant of this algorithm for the constructions of Valiant [Val76]
and Liu et. al. [LYZ*21] that returns an explicit edge-embedding 1) to prove the correctness
of the EUG constructions.

12
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In this chapter, we present the original idea of Valiant [Val76] (Section 3.1), describe the
state-of-the-art construction of Liu et al. [LYZ"21] (Section 3.2), and prove the correctness of
both constructions.

3.1 Valiant’s Edge-Universal Graph Construction

The trick of Valiant’s EUG construction is to divide the problem of finding a I} (n) EUG into
the problem of finding a I} ([ 71— 1) EUG via a divide and conquer approach that divides
the EUG in k sub EUGs. The two main ideas of Valiant are the recursive structure of the
construction and the use of so-called Superpoles. A Superpole can be thought of a node that
has inputs, poles, and outputs, and guarantees an edge-disjoint routing between the inputs
and poles of the Superpole and between the poles and outputs. Imagine having the poles in
topological order in one line, and then grouping each k successive poles into a Superpole.
Now we can use the inputs and outputs of each Superpole as the poles for another EUG. If
we want to edge-embed an edge e = (u, v), we first do proper routing inside the Superpoles
that contain u and v. This means that we set the concrete output node at which u leaves his
Superpole and the input node at which u enters the Superpole of v and route accordingly
inside the Superpoles. Then, we can edge-embed the edge between the previously declared
output node and input node in our nested sub EUG since these nodes are just the poles of
this sub EUG.

We begin by defining the properties needed for our Superpoles. To capture this, we define
so-called Augmented k-Way Valiant Blocks (cf. Augmented DAG in [LYZ"21]). An Augmented
k-Way Valiant Block can be seen as a map that dictates which inputs will be directed to
which poles and which poles will be directed to which other poles or outputs. However,
any description of this mapping would suffice to capture the idea of a Superpole. For
example, [AGKS20] used an input and output vector for each Superpole to describe the
needed routing inside the Superpole.

Definition 3.1.1 (Augmented k-Way Valiant Block). An Augmented k-Way Valiant Block
G = (V,E) for P1,0 is a directed graph such that

e V=PUIUO,PNI=PNnO=0Pand|I|=|0| =k,
* G[P]:=(BEP) has fanin and fanout 1 (cf Definition 1),

13
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» E =EP UE" with E" satisfying:

- (Soundness) Every e € E™° satisfies either e = (in,p) or e = (p,out) for p € Bin €
I,out €0,

— (Completeness) For every source (resp. sink) p € P, there exists at most one in € I
(resp. out € O) such that (in,p) € E*° (resp. (p,out) € E*).

The set of all Augmented k-Way Valiant Blocks for P,I, 0 is denoted by B (P, I,0).

The sets I and O represent the inputs and outputs of a Superpole. Note that INO # @ is
allowed by above definition. This is needed because the Superpoles in the construction
of Liu et al. [LYZ"21] uses "merged nodes" that function as input and output at the same
time. Since a Superpole shall guarantee the routing inside itself, we define the Superpole as
follows.

fny) i) i) ]

(a) Augmented 2-way Valiant  (b) Valiant’s 2-way Superpole
Block. that edge-embeds graph (a).

|out1||out2||out3||out4|

(c) Valiant’s 4-way Superpole.

Figure 3.1: Augmented 2-Way Valiant Block and Valiant’s Superpole constructions.

14
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Definition 3.1.2 (k-Way Superpole). A k-Way Superpole is a graph G = (V,E,B,P,I,0),
where the following conditions hold:

* P=PUIUOWIth|Z|=|0|=kand PNZ=PNO =0.
* G can edge-embed every G’ € Bi(P,I,0).

We denote the input recursion points Z of a k-Way Superpole as {in;,in,,...,in;} and the
output recursion points O as {outq, outs,...,out;}. These nodes serve as as the inputs and
outputs to the Superpole and will be the poles of the next recursion, i.e., of the next sub
EUG. We neither require the sets Z and O to be disjoint nor that the recursion points of
different Superpoles must be disjoint. Thus, it is possible that two different Superpoles share
the same or partly the same recursion points. Both constructions of Valiant and Liu et al.
heavily use this possibility, which is also called "merged nodes" since one node functions as
different recursion points for possibly different Superpoles. In case of Valiant’s construction,
the output recursion points of the i-th Superpole are merged with the input recursion points
of the (i + 1)-th Superpole.

Before we begin describing the construction, we need to make one technical but natural
assumption. We assume that the edge-embeddings of the Superpoles fulfill the restriction
that there is no path in the edge-embedding that uses a pole or a recursion point as an
intermediary node. The reason for this pole restriction is that when translating the EUG
into a UC, we need to instantiate the poles with Boolean gates and can not just pass the
input value. The restrictions on the recursion points is needed for the EUG construction of
Liu et al. (cf. proof of Theorem 3). Note that it does not make any sense to use a recursion
point or a pole as an intermediary node in the Superpole constructions we will see in this
work or in the Superpoles used in practice [Val76; KS16; LMS16; GKS17; ZYZL19; AGKS20;
LYZ*21]. However, pathological instances violating these restrictions could be build and we
have to exclude them for above reasons.

15
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Algorithm 2: VALIANT(P, k)
Input :Poles P :={py,...,p,}, split parameter k
Output:T;(n) EUG G = (V,E,B,G*,G, ...,GY)
1 Ve E—0 G <0
2 O « create k dummy nodes
3 fori—1to[g]:
4 | P e {Pr-1)+1 0 P} o
s | si=(vS,ES, PSP T, 0%) « CREATESUPERPOLE(PS, " k) // Use O as
input recursion points to this Superpole (cf. Figure 3.1)
6 G* — G*U{s'}
7 | VeVUVLE«EUE!

g fori—1tok:
9 ifn<k:

10 L, (;ié—-(ﬂ,.“,@) // Recursion base
11 else
// Take the i-th output recursion point of each Superpole (but the last) as
the poles for the next sub EUG

. 1. 2. [21-1_
12 Pl {O° [i],0°[i],..., 0 " [il}
13 G'= (V' EY,...) < VALIANT(P", k)
14 Ve« VUVLE«EUE'

15 return G = (V,E,B,G*,G1, ...,GK)

Definition 3.1.3 (Valiant EUG). A Valiant EUG G = (V,E,P,G*,G", ...,GX) is a graph that is
created by Algorithm 2 (VALIANT). We also use the notation VALIANT.(n) for a Valiant EUG
with n poles and split parameter k if the concrete poles are not relevant for the statement.

A depiction of Valiant’s EUG construction is given in Figure 3.2. The algorithm CREATESUPER-
POLE(P, O, k) creates a Superpole with poles P, input recursion points O, and split parameter k.
A depiction of the Superpoles used in Valiant’s construction for k € {2,4} can be seen in
Figure 3.1. We refrain from providing the proof that these Superpole constructions are indeed
correct since the proof would be tedious and purely technical. As stated above these output
recursion points of the (i — 1)-th Superpole are also used as the input recursion points of the
i-th Superpole. This results in reducing our problem to k EUGs of size [ ]— 1. The creation

! . . o, . .
of the first output recursion points O° is a technical trick and not needed because these
vertices will never be used. But, this simplifies the definition of the algorithm by avoiding a
case distinction.

16
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(out!/in?),

Figure 3.2: Valiant’s 2-Way-Split construction for 8 poles. Note that unnecesserary head and
tail nodes of each EUG and sub EUG were removed.

Proposition 2. Let G = (V,E,B,G*, G, .., G¥) be a Valiant EUG with |P| = n sufficiently large,
then

|S Py |

Gl < —
1= Rl

nlog,(n) + O(n),

where |SPy| denotes the size of a k-Way Superpole without recursion points and with k poles.
Proof. By definition of Algorithm 2, we add [ ] k-Way Superpoles (each Superpole has k
poles except for the last with possibly less) and k VALIANT, ([ £1— 1) graphs for n > k. This
yields

|[VALIANT, (n)| < [%]lSPkl +k |VALIANTk(|-%-|— 1)|

17
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< (% +1)|SP |+ k |VALIANTk(%)| (3.1
GD n n n

< (L + VISP + k(5 + DISP +k [VALIANT (1))

= (5 + ISPl + (3 +KISPl + K [VALIANT ()|

-3

i=0

+Kk)SP| + K2 |VALIANTk(%)|.

=

Iterating above inequality and using [VALIANT;(m)| < |SP;| for m < k (x) yields (with the
smallest x € N such that 7 < k)

x—1
[VALIANT ()] < Z:(E + kD)|SP, | + kX |VALIANTk(£)|
= k ke

() x—1 )
< DG HKDISP + I ISP
=0 (3.2)

x
n .
=(xE+ E kD)|SP;|
i=0

geometric series n kx+1 —1
= Xx—+——)|SP|.
Cept =7 )ISB

It follows x = [log,(n) —1]. Thus, (3.2) becomes

k[logk(n)—1]+1 -1 |SP | <1 ( )Tl |SP | N klogk(n)+1 -1
< 10 - _—
k—1 k= TOBIAT 15Tk k—1

nk—1|Sp |
k—1 "7k

|S Py |

n
[logy(n) — 1-|E|SPk| +

n
= logk(n)E|SPk| +

|SPy|

= mnlogz(n) + O(Tl)

O

Using the Superpoles depicted in Figure 3.1 with |SP,| = 5 and [SP,| = 19, we get up-
per bounds for the leading coefficient in Proposition 2 of 2.5nlog, n and 2.375n1log, n for
I(n) EUGs. Merging two instances of these EUGs results in upper bounds of 5nlog, n
and 4.75nlog, n. In [ZYZL19], a new 4-Way Superpole with 18 nodes was proposed, which
leads to an upper bound of 4.5nlog, n.

To prove that Valiant’s construction is indeed an EUG, we define the edge-embedding algorithm
EDGEEMBEDDING (Algorithm 3) on page 19. This algorithm can also be used to get an edge-
embedding for the weak version of the EUG construction of Liu et al. [LYZ21] (cf. Section 3.2).
In Theorem 4, we will see that this is sufficient to get an edge-embedding for the (optimized)
construction of Liu et al. The algorithm consists of the following four steps:

18
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Step 1: Create a I} ([]— 1) graph that contains the edges between the input and output
recursion points of the Superpoles that need to be embedded in the next recursion step.
Then, split this graph into k I} ([ £ ] — 1) graphs by Corollary 2. This determines which edges
will be embedded into which sub EUGs and yields an Augmented k-Way Valiant Block for
every Superpole. They contain the path information for the Superpoles. This is done by the
algorithm PATHFINDING on page 20, which uses the idea of the edge-embedding algorithm
in [GKS17].

Step 2: Embed the Augmented k-Way Valiant Blocks into the Superpoles. This is done by an
edge-embedding algorithm SUPERPOLEEDGEEMBEDDING for the used Superpoles. As stated
before, the definition of a concrete algorithm with a correctness proof would be too complex
and time consuming. However, an open source implementation of the edge-embedding
algorithms for the Superpoles described in [Val76; LMS16; ZYZ1.19; AGKS20] can be found
in [AGKS20, §4.1 Block Edge-Embedding].

Step 3: Embed the k I7([%]—1) graphs into the k sub EUGs. This is done by (recursively)
calling EDGEEMBEDDING (Algorithm 3) on the sub EUGs.

Step 4: Combine the obtained edge-embeddings from the Superpoles and sub EUGs. This is
done by COMBINEEDGEEMBEDDINGS (Algorithm 5).

Algorithm 3: EDGEEMBEDDING(G, G')

Input :Valiant EUG [Val76] or weak Liu EUG [LYZ"21]
G=(V,E,BG*={s!,...s'*1},G1,...,GX), G’ = (BE) e Iy(n)

Output : Edge-embedding v of G’ into G

1ifVv=0:

2 L return empty map 1) // Recursion base

3 A,.. Alx1 R .. RK « PATHFINDING(G, G)

4 fori—1to[g]:

5 t )" « SUPERPOLEEDGEEMBEDDING(s', A!)

6 forj—1tok:
7 t Y «— EDGEEMBEDDING(G/, R)

r
8 1) «— COMBINEEDGEEMBEDDINGS (G, G/, YA, .., pA YR, .. hR)
9 return 1
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Algorithm 4: PATHFINDING(G, G')

O ® N & U

11
12

13

14
15
16

17
18
19
20
21
22
23
24
25

26

Input :Valiant EUG [Val76] or weak Liu EUG [LYZ"21]
G=(V,E,BG*={s',...s'x1},G',..,G"), ¢’ = (RE) eTy(n)
Output : Augmented k-Way Valiant Blocks A', A%, ..., Al% |
RYR?,.. Rre I1([£1—1) for Valiant or I3 ([ £ ) for weak Liu
fori—1to[z]:
Let 7', O', P* be the input/output recursion points and the poles of the Superpole s'
A= (VA EY) — (T'U O' U P, 0)
// R will be the graph that describes which edges between the recursion points of

the Superpoles will embedded in the sub EUGs.

7R  create an input node in; for each Superpole s' but the first and an output node
out! for each Superpole but the last

// In [Val76]: in;_; = out;. In [LYZ'21]: in;=out;.

oy

R (VR ED

foreach e = (u,v) € E’ :

Let s' and s/ be the Superpoles in which u and v are a pole

ifi#j:
L e ERu {(out!,in’)}

~2 ~R =~k . o~
,Ex), ... R" = (V" Ep) « k-coloring of R (cf. Corollary 2)
forl<—1tok:
// We now "un-merge’ these ’'merged’ recursion points to get the concrete

recursion points
Let ZO; be the poles OfGl // These poles are exactly the [-th input and output
recursion points in!,out! of each Superpole s'.
R = (VL EL) « (20,,0)
foreach e = (out!,in’) € E; :
| EL— ELU{(out],in))}

foreach e = (u,v) € E:
Let s* and s’ be the Superpoles in which u and v are a pole.
ifi=j:
| B« EY U{(w,v))
else
Choose x € [k] such that (out;, infc) € R* and not marked
mark (out;, ini) in R*
FA — EA U {(u, out;)}
EY — EY U{(in’,v)}

return A', A%, ... Alt] R! R2 .. Rk
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Algorithm 5: COMBINEEDGEEMBEDDINGS(G, G/, Y4, ..., wAr%], YR PR
Input :Valiant EUG [Val76] or weak Liu EUG [LYZ"21]
G=(V,E,RG"={s!,...s't1},G},..,G), G = (RE) e Iy(n),
edge-embeddings 1/JA1, vees Q/JA[%] of Augmented k-Way Valiant Blocks
Al, ..., Alt] into Superpoles s!, ...,s'% ! and edge-embeddings Y& , ..., &' of
R, ..,Rke I1([%1—1) for Valiant or I3 ([ ]) for weak Liu into Gl,..., Gk
given by PATHFINDING(G, G')
Output : Edge-embedding v of G’ into G
1 foreach (u,v)€E’:
2 Let s' and s’ be the Superpoles in which u and v are a pole
3 ifi=j:
4

| () — ™ ()

5 else
// There is exactly one edge (u,out’)€A’ for some mek
6 out, « the output recursion point to which u is routed inside A'

// There is exactly one edge O@in;)€1¥

7 in, « the input recursion point which is routed to v inside A’

// '+' denotes the concatenation of paths

8 Y((u,v)) — ¥ ((w, out’ ) + " ((outl, inky)) + ™ ((inh, v))

9 return

Using PATHFINDING to get the path information R!, ..., R* and Superpole routings A', AR
the following Lemma guarantees that we can edge-embed R', ..., R¥ into the corresponding
sub EUGs G, ...,G* and AL, ..., Al%] into the Superpoles s?, oy SEL

Lemma 1. Let G = (V,E,B,G*,G, ...,G*) be a Valiant EUG with n poles, G’ = (B E’) € T}(n)
the order preserving graph to be embedded and ZQ; the set of the i-th input recursion points
of each Superpole s' € G* (except for | = 1) for i € [k]. Let Z/, 07, P/ be the input recursion
points, output recursion points, and the poles of the Superpole s’ € G* for j € [[£1]. Then,
PATHFINDING(G, G') outputs AV € Bi(P/, 7/, 07) ¥V j € [[}1]landR' = (ZO,,E;) € T1([}1-1)
that are order preserving V i € [k].

Proof. We begin by showing that R',R?,..,R* e I3 ([}1—1).

Consider R = (VR, ER) (with B® being a multi set of edges), where VR is the set that contains
one node in! per Superpole s € G* (except for the first Superpole) for I € {2, ..., [£1}. Each
node represents an merged input recursion point and this graph will contain the edges which
are embedded in the sub EUGs (lines 4-6). Note that the [-th input recursion points are the
(I — 1)-th output recursion points in Valiant’s construction, i.e., in! = out'"' ¥V 1 € {2, ..., (1}
Thus, |V =[21—1.
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An edge (out!,in™) for I,m € [[%1] is added to ER if and only if there is an edge from a
vertex u € s' to v € s™ with [ # m (lines 7-10). Since a Superpole has at most k poles and G’
has fanin/fanout 1, there can be at most k incoming and k outgoing edges into each merged
input/output recursion point. Because G’ is order preserving and the order of poles in G* is
maintained, every edge (out!,in™) € ER implies | < m. In particular, R is acyclic and order
preserving. Thus, R€ T ([]1—1).

We now use Corollary 2 to get R e I([£1—1) Vi € [k] (line 11) and replace the merged

nodes 7" of each R’ by the i-th input (resp. (i — 1)-th output) recursion points ZO; to get R’
(lines 12-16).

Now consider A/ = (VAj, EAj) for j € [£]. By line 3 in PATHFINDING, we have vA =piuziuvol,
Assume there is a vertex v € V4 with deg;j/ ) > 1.

Case 1: v PJ

Edges in A’ from/to v are added if and only if there are corresponding edges from/to v in G’
(lines 17-25). But then deg;/ *(v) > 1 would imply that v has in- or outdegree greater than 1
in G’. Thus, G’ can not have fanin or fanout 1. %

Case2: veZ/UO!
In this case, edges from/to v are added if and only if there is a corresponding edge from/to v
in R* for some x € [k] (line 22). Since R* has fanin and fanout 1, one can apply the same
argument as above.

Therefore, A/ € I} (|P/UZ/ UO/]). Define EXJ’ to be the set of all edges in E# that connect poles

and inputs or outputs. Let Ejj be the set of edges between poles. Since there are no edges
. . . Al _ P i . i P _

bgtween input and output recursion points, E* = E,; U EX]’ with E 7 ﬂE = 0. Then, eache €

E;“; is of the form e = (in,p) or e = (p,out) for p € P/,in € Z7,out € ¢’ (Soundness).

Note that A’ having fanin and fanout 1 implies (Completeness). Furthermore, A/[P] is order

preserving since edges between poles in A/ directly correspond to edges in G’. Thus, A/ €
B(P,77,07). O

Now we can prove that Valiant’s construction indeed yields a T} EUG.

Theorem 2. Let G = (V,E,P,G*,G, ..., GX) be a Valiant EUG with n poles. Then G is an EUG
for Ty(n). In particular, EDGEEMBEDDING(G, G’) yields an edge-embedding from G’ into G for
all order preserving G’ = (B,E’) € Ty (n).

Proof. We prove the statement by induction over the number of poles n.

Induction base: 0 <n <k

Note that by definition of VALIANT(P, k), G consists of only one Superpole with n poles.
Now consider EDGEEMBEDDING (G, G’). Since G only has one Superpole and no sub EUGs,
PATHFINDING returns A' € B, (BZ!,0') and R' =R? = ... = RK = (0, #). Note that all poles
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of G’ are contained in A! which is to be embedded into s* (resp. G) in line 5. Let (u,v) € E.
We show that 1((u,v)) yields a u-v-path in G. The edge (u,v) is added to Al in line 20
of PATHFINDING. Since A! is edge-embedded into s*, ¥ ((u, v)) is already a u-v-path in G.
COMBINEEDGEEMBEDDINGS in line 8 then sets 1((u,v)) = wAl((u,v)) Y (u,v) € E’. Since
the paths of the image of wAl are disjoint, also the paths of the image of v are disjoint.
Therefore, 1) is an edge-embedding from G’ into G.

Induction step: n—1 -~ n

We begin by calling PATHFINDING (G, G") to get A/ € B,(P/, 77, 07) for each Superpole s’ €
G*,j €[[%1] and order preserving R'=(ZI0,,E) € I1([£1-1) Vi € [k] (line 3, by Lemma 1).
By definition of a Superpole, we can edge embed each A’ intos/ € G*V j € [[£1] dine 5).
Since the sub EUGs G, ..., GX have [£1—1 poles , we can edge embed each R!, by induction

hypothesis, into G ¥ i € [k] (line 7). This yields corresponding maps 1/)Aj and szi for
jell%1]and i € [k]. We now show how this gives rise to an edge-embedding 1) of G’ into
G. Let (u,v) € E".

Case 1: u and v are in the same Superpole s’ € G*

Then, we set ¥((u, v)) = y* ((u,v)). Since (u,v) €A’ (line 20 in PATHFINDING) and ¥ is a
correct edge-embedding, this yields a correct u-v-path in G.

Case2: ues/ andves! for j #1

Then, there must be edges (u,outfn) € Aj,(outf;“inin) € R™, and (inin,v) € Al for some
m € [k] (lines 9-10 and 21-25 in PATHFINDING). Set

() = 9% ((w, 0ut) ) + 9" (outs,, inl )+ ((ink,, v)),

where "+’ denotes the concatenation of the paths. Note that s/, G™, and s' are node-disjoint
(except for the recursion points). Thus, 1 ((u,v)) contains no cycles, and ((u,v)) is a
u-v-path in G.

Furthermore, all paths in the image of v are edge-disjoint because all Superpoles and sub
EUGs are edge-disjoint. The described creation of 1 is done by COMBINEEDGEEMBEDDINGS
in line 8. -

23



3 Edge-Universal Graph Constructions

3.2 Liuetal’s Edge-Universal Graph Construction

(a) 2-Way-Superpole.

(b) Basic structure for the 2-Way split.

Figure 3.3: Superpole and basic structure of the 2-Way split construction of Liu et al.

As stated in the beginning, the EUG construction of Liu et al. [LYZ*21] relies on the same basic
ideas as Valiant’s EUG construction, but it does some smart optimizations to the construction
to reduce the size of the (until then) smallest size of ~ 4.5nlog, n [ZYZL19] by 33% to ~
3nlog, n. Similar to the original paper, we begin by defining an intermediate construction, a
so called weak version. This is an EUG that is neither more efficient than Valiant’s original
construction nor is it acyclic, but we can optimize out the redundancy in order to remove the
cycles and reduce the size.

3.2.1 The Weak Version

The two main components of [LYZ'21] are still the recursive structure and the Superpoles.
However, this time we do not merge the output recursion points of the i-th Superpole with
the input recursion points of the (i + 1)-th Superpole, but instead we merge the input and
output recursion points of each Superpole (cf. Figure 3.3). This results in the aforementioned
disadvantages of a recursion size of [ ] instead of [ £ ]— 1 and cycles within the Superpoles.
The Superpole itself (without input/output recursion points) stays unaffected. An example
of a weak Liu EUG is given in Figure 3.4 on page 26.
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3 Edge-Universal Graph Constructions

Algorithm 6: WEAKLIU(P, k)

Input :Poles P :={py,...,p,}, split parameter k
Output:T;(n) EUG G = (V,E,B,G*,G, ...,GY)
V@ E—0 G <0

[

2 forie1to[g]:
3 | P e {Pr—1)+1 0 P} _
4 | st=(v*,E,PY,P",T%,0°) « CREATESUPERPOLE(P® , k)
5 G* «— G*U{s'}
6 | V—VUVLE«EUE!
7 fori—1tok:
8 ifn<k:
9 L G« (@,...,8) // Recursion base
10 else
// Take the i-th output recursion point of each Superpole as the poles for
the next sub EUG
" Pl {O°'[1,0°[1), ., O F i, 07 iy
12 G! = (Vi,El,...) « WEAKLIU(P., k)
13 Ve—VUVLE«—EUE!

14 return G = (V,E,B,G*,G,...,G")

Definition 3.2.1 (Weak Liu EUG). A weak Liu EUG G = (V,E,P,G*,G,...,G") isa graph that
is created by Algorithm 6 (WEAKLIU) on page 25. We also use the notation WEAKLIU.(n) for a
weak Liu EUG with n poles and split parameter k if the concrete poles are not relevant for the
statement.

The proof that each weak Liu EUG is an EUG is very similar to the proof for Valiant’s con-
struction. The only difference is that a recursion size of [%] is used instead of [£]— 1.
Hence, we also use the same edge-embedding algorithm EDGEEMBEDDING on page 19 as with
Valiant’s construction. The following proofs are analogous to the prior proofs for Valiant’s
construction.

Lemma 2. Let G = (V,E,B,G*,G,...,G*) be a weak Liu EUG [LYZ*21 ] with n poles, G’ =
(P.E’) € Ty(n) the order preserving graph to be embedded and ZO; the set of the i-th input
recursion points of each Superpole s € G* (except for | = 1) for i € [k]. Let T/,07, P
be the input recursion points, output recursion points, and the poles of the Superpole s/ €
G* for j € [[#1]. Then, PATHFINDING(G,G’) outputs A’ € B (P!, 7/,0') V j € [[}1] and
R = (ZO,,E;) € I1([£1) that are order preserving ¥ i € [k].

Proof. We begin by showing that R',R?,...,R* e [ ([} ).
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Figure 3.4: The complete I';(8) EUG with Liu’s weak 2-Way-Split construction for 8 poles.

Consider R = (VR, ER) (with it being a multi set of edges), where VR is the set that contains
one node in! per Superpole s' € G* for [ € {2, ..., [%1}. Each node represents an merged input
recursion point and this graph will contain the edges which are embedded in the sub EUGs
(lines 4-6). Note that the [-th input recursion points are the [-th output recursion points in
the construction of Liu et al. [LYZ*21], i.e., in' = out! V 1 € {1, ..., [£1}. Thus, VR = [zl

An edge (out!,in™) for I,m € [[£1] is added to ER if and only if there is an edge from a
vertex u € s to v € s™ with [ # m (lines 7-10). Since a Superpole has at most k poles and G’
has fanin/fanout 1, there can be at most k incoming and k outgoing edges into each merged
input/output recursion point. Because G’ is order preserving and the order of poles in G* is
maintained, every edge (out!,in™) € ER implies | < m. In particular, R is acyclic and order
preserving. Thus, R € T, ([£1).
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3 Edge-Universal Graph Constructions

We now use Corollary 2 to get R'e I([£1 Vi € [k] (line 11) and replace the merged nodes
7 of each R’ by the i-th input (resp. (i — 1)-th output) recursion points ZO; to get R’ (lines
12-16).

Now consider A/ = (VA E¥ ) for j € [#1. By line 3 in PATHFINDING, we have vA = piuzivol,

Assume there is a vertex v € V4 with deg;j/ ) > 1.

Case 1: vePJ

Edges in A’ from/to v are added if and only if there are corresponding edges from/to v in G’
(lines 17-25). But then deg;/ *(v) > 1 would imply that v has in- or outdegree greater than 1
in G’. Thus, G’ can not have fanin or fanout 1.

Case2: veZ/UO!
In this case, edges from/to v are added if and only if there is a corresponding edge from/to v
in R* for some x € [k] (line 22). Since R* has fanin and fanout 1, one can apply the same
argument as above.

Therefore, A/ € I} (|P/UZ/ UO/]). Define E;\‘; to be the set of all edges in E# that connect poles

and inputs or outputs. Let Eﬁj be the set of edges between poles. Since there are no edges
. . . Al _ P i . i P _

be;tween input and output recursion points, E* =E,; U EXJ’ with E? ﬂE = 0. Then, eache e

E); is of the form e = (in,p) or e = (p,out) for p € P/,in € I7,out € O’ (Soundness).

Note that A/ having fanin and fanout 1 implies (Completeness). Furthermore, A’[P] is order

preserving since edges between poles in A/ directly correspond to edges in G’. Thus, A/ €
B(P!,17,07). O

Theorem 3. Let G = (V,E,P,G*,G, ..., GX) be a weak Liu EUG with n poles. Then G is an EUG
for Ty(n). In particular, EDGEEMBEDDING(G, G’) yields an edge-embedding from G’ into G for
all order preserving G’ = (B,E’) € Ty (n).

Proof. We prove the statement by induction over the number of poles n.

Induction base: 0 <n <k

Note that by definition of WEAKLIU(P, k), G consists of only one Superpole with n poles.
Now consider EDGEEMBEDDING(G, G’). Since G only has one Superpole and no sub EUGs,
PATHFINDING returns A' € B, (BZ',0') and R' =R? = ... = R* = (0, #). Note that all poles
of G’ are contained in A! which is to be embedded into s* (resp. G) in line 5. Let (u,v) € E.
We show that 1((u,v)) yields a u-v-path in G. The edge (u,v) is added to Al in line 20
of PATHFINDING. Since A! is edge-embedded into s*, ¥ ((u, v)) is already a u-v-path in G.
COMBINEEDGEEMBEDDINGS in line 8 sets 1((u, v)) = tl)Al((u, v))V (u,v) € E’. Since the paths
of the image of z,bAl are disjoint, also the paths of the image of 1) are disjoint. Therefore, 1) is
an edge-embedding from G’ into G.

Induction step: n—1~sn
We begin by calling PATHFINDING (G, G") to get A/ € B,(P/, 77, 07) for each Superpole s’ €
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G*,j € [[#1] and order preserving R' = (ZO;,E;) € T3 ([ 1) V i € [k] (line 3, by Lemma 1).
By definition of a Superpole, we can edge embed each A’ intos’ € G*V j € [[%]] (line 5).
Since the sub EUGs G, ..., GF have [%] poles , we can edge embed each R, by induction
hypothesis, into G' V i € [k] (line 7). This yields corresponding maps y* and ¢ for
j€[l£1]and i € [k]. We now show how this gives rise to an edge-embedding ¢ of G’ into
G. Let (u,v) €E’.

Case 1: u and v are in the same Superpole s’ € G*

Then we set Y ((u,v)) = ¢Aj((u, v)). Since (u,v) € A' (line 20 in PATHFINDING) and ’t[)Aj isa
correct edge-embedding, this yields a correct u-v-path in G.

Case 2: ues/ and v es! for j£1

Then there must be edges (u, outfn) e, (outfn, inin) € R™ and (inin, v) € Al for some m € [k]
(lines 9-10 and 21-25 in PATHFINDING). Set

Y((,v)) = ((w, out] )+ ((out! ,inl )+ % ((ink , 1)),

where '+’ denotes the concatenation of the paths. Note that s/, G™ and s' are node-disjoint
(except for the recursion points). By assumption, we never use a Superpole edge-embedding
that uses an input or output recursion point as an intermediary node. Since there are no
paths between input and output recursion points in the Augmented k-Way Valiant Blocks (cf.
(Soundness) in Definition 3.1.1), the only possible cycle in the EUG via the recursion points
is not used. Thus, ¥((u, v)) contains no cycles, and 1 ((u, v)) is a u-v-path in G.

Furthermore, all paths in the image of v are edge-disjoint because all Superpoles and sub
EUGs are edge-disjoint. The described creation of 1 is done by COMBINEEDGEEMBEDDINGS
in line 8. O

Next, we want to show that the weak construction of Liu et al. [LYZ"21] results in (asymp-
totically) the same size as Valiant’s construction [Val76] with the same upper bound on the
leading coefficient. To do that, we first need to calculate the number of Superpoles in each
recursion step of the algorithm.

Lemma 3. The number of poles in the i-th recursion step in Algorithm 6 (WEAKLIU) is given by

. _{I%L if iy >k,
Tll'—

i €{1,2,...}.
0, else vied )

Furthermore, we define iy = n. Thus, the number of Superpoles in the i-th recursion step is
given by n; := [%] Vie{l1,2,...}.
Proof. We proof the statement by induction over the number of recursion steps.

Induction start: i =0
Then, we obviously have fiy = n poles.
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Induction step: i =1+1

By induction hypothesis, it holds fi; = 0 or fi; = [ ;7 ]. Trivially, in the first case f1;,; = 0. So
assume f; = [ 77 ].

If 7i; < k, no recursion is called. Therefore, 71;,; = 0. Otherwise, the number of poles in the
(I + 1)-th recursion is the number of Superpoles in the [-th recursion (line 11 in WEAKLIU),

M7l
e, [H1=[41=Tg1
The number of Superpoles 7n1; directly follows from the number of poles #; since each Superpole
contains k consecutive poles (except for the last Superpole). O

Proposition 3. Let G = (V,E,B,G*,G', ...,G*) be a weak Liu EUG with |P| = n sufficiently
large, then

91 Frop®

nlog,(n)+ O(n),
where |SPy| denotes the size of a k-Way Superpole without recursion points with k poles.

Proof. By definition of Algorithm 6(WEAKLIU), we have

ISP, iff,_, <k

"Yie{l,2,... 3.3
n;|SP,| + k |WEAKLIU(71;)], else { boG3

|[WEAKLIU (71;_1)| < {

for the number of Superpoles in the i-th recursion step 7; like in Lemma 3. Iterating (3.3)
yields (with the smallest x € N such that [ =] <k, i.e., x = [log(n) —11)

|WEAKLIU (n)| < 11p|SPy| + k [WEAKLIU (1)
< no|SPy| + k(i11|SPy| + k |WEAKLIU.(72;)])
< fy|SPy| + kity |SPy| + k2(7,|SP,| + k [WEAKLIUL(715)])

<.
x—1

< ki |SPy| +K*|SPy]
i=0

bemma 3 Zk -1ISP| + K¥IS Pl
x—1

<>k (kl+1 +1)ISP| + k¥ [SPy|
i=0

X
n .
= (xp + > KDISP
i=0

geometric series n kx+1 1

(x—+

—)ISPy|.
C+ ISP
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Thus,
n k[logk(n)—l]-H -1
|[WEAKLIU(n)| < ([logy(n) — 1]E + 1 )|SP;|
n klogk(n)+1 -1
< (logy(n)y + ————)ISK
n kn—1
=( —+ SP,
(log(m)T +T—=)ISPd
ISPy
=—% 1l + O(n).
Klog, (k)" °82(n) + O()

O

Note that in the proof of the size of Valiant’s construction (Proposition 2), we always bounded
[£]1—1 from above by . Thus, we get the same asymptotic bound on the size of the EUG.
However, the concrete size of Valiant’s EUG construction for large n is always smaller than
the construction of Liu et al. [LYZ"21] since in the latter, every recursion step, compared to
Valiant, has an additional pole.

3.2.2 The Optimized Version

We will now show how Liu et al. optimized their weak construction such that the EUG
becomes acyclic and its size is bounded by ~ 3nlog,(n). For each edge (u,r,) that connects
a node u of a Superpole with one of its recursion points r, (where x denotes the sub EUG
G* in which r, is a pole), we replace this edge by an edge (u, w) with w being the unique
successor of r, in G*. We proceed analogously with edges connecting recursion points to
nodes in a Superpole and replace them by edges connecting the predecessor of the recursion
point to the node. Because all recursion points are short-circuited, we can remove them.
This saves us k nodes per k-Way Superpole. A depiction of this procedure can be seen in
Figure 3.5a on page 32.

Note that after short-circuiting the weak Liu EUG G, there are no cycles left in any Superpole
of G. Thus, this optimized EUG is acyclic.

Definition 3.2.2 (Liu EUG). A Liu EUG is a short-circuited weak Liu EUG, i.e., it is given by
Algorithm 7 on page 31 (SHORTCIRCUIT) for a weak Liu EUG G and denoted by LIU(B, k) for
pole set P and split parameter k, resp. L1u(n); for n poles if the concrete poles are not relevant
for the statement.

The following theorem shows that to edge-embed I} graphs into a Liu EUG, it is sufficient
to edge-embed the graph into the weak Liu EUG (by Algorithm 3), and then, replace the
short-circuited edges.
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Algorithm 7: SHORTCIRCUIT(G)
Input :Ty(n) weak Liu EUG G = (V,E,BG*,G1, ..., GM)
Output : T;(n) Liu EUG G = (V, E, B,G*,G, ..., GX)
1ifV=0:
L return (0,0, ...)

N

3 foreach (u,v) € E :
4 if u € s and v is recursion point for some Superpole s € G* :
5 G* « the EUG in which v is a pole
6 E<—E\{(u,v)}
7 we T (v)
8 E < E\{(v,w)}
9 | E<—EU{(y,w)}
10 else if u is recursion point for some Superpole s € G* and v €s :
11 G* « the EUG in which u is a pole
12 E—E\{(u,v)}
13 w It (u)
14 E — E\ {(w,u)}
15 | E<EU{(w,v)}
16 remove all recursion points from G
17 fori—1tok:
18 | G' — SHORTCIRCUIT(G")
19 | returnG

Theorem 4 (cf. [LYZ" 21, Theorem 4]). Liu,(n) is an EUG for Ty (n) with size bounded by

ISP, —k
—————nlo + O(n).
klogz(k)n g2(n) (n)
Proof (cf [LYZ*21, Theorem 4]). Let G = (V,E,P,G*,G, ...,G¥) be a weak Liu EUG for I (n).
Let G’ = (P’,E’) be the order preserving graph to be embedded and v : E' — P, the
corresponding edge-embedding of G’ into G by Theorem 3. We need to show that we can
short-circuit each recursion point. So consider the u-v-path ¢(e’) in G for e’ € E’.

Assume that along the path a recursion point r for some Superpole s' € G* is used. Then, this
recursion point is a pole in a sub EUG G* for some x € [k]. Because v)(e’) can not start or
end in a recursion point, there are edges (g, r) and (r, t) on the path for g, t € V. Note that
by construction, r has exactly two ingoing eges (q;, ) with q; € s' and (gq,, r) with g, € G*.
Analogously, r has exactly two outgoing edges (r, t;) with t; € s' and (r, t,) with t, € G*.
We need to show that either ¢ =q; At = t5 or ¢ = q; A t = t, because these are the options
left after short-circuiting G.
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(a) Short-circuiting Liu et al.’s (weak) construction (b) Liu et al.’s 2-Way-Split construction for 8
with 2-Way split. Edges in red are added while poles without first and last node of each
edges and nodes in gray are removed. EUG and sub EUG .

Figure 3.5: Short circuiting Liu et.al.’s weak construction.

Case 1: r is used as an output recursion point, i.e., g = q;

Then, t = t, because t = t; would imply that we use an recursion point as an intermediary
node inside the Superpole si. This would contradict our assumption on the Superpole
edge-embedding.

Case 2: r is used as an input recursion point, i.e., ¢ = q,

Then, t = t; because t = t, would imply that there exists a path in the corresponding
edge-embedding ¢ that uses a pole as an intermediary node because r is a pole in G*.
Again, this would contradict our assumption on the Superpole edge-embedding.

Thus, we can replace the edges (g, r) and (r, t) in ¢(e’) by (r, t). Note that this preserves the
edge-disjointness of the paths. Doing this for every edge ¢’ € E’, we end up with a correct
edge-embedding for SHORTCIRCUIT(G).
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D)

Figure 3.6: Liu’s 2-Way-Split construction for 8 poles. The recursion points in gray are left
for an easier comparison with the weak version. Note that the first and last node
of each EUG and sub EUG are not needed.

By Proposition 3, it holds |G| < kllfgi"(|k)nlog2(n) + O(n). The number of Superpoles in each

iteration i was given by fn; in Lemma 3. Thus, the total number of Superpoles in G is bounded
from below by

x—1 x—1 x—1
_ on . n n
> ki + k= Zkl[ﬁ1 +k5 > >k i ZE (3.4)
i=0 i=0 i=0
with x = [log;(n) —1]. Thus, (3.4) becomes

nlogz(n) n_ nlog,(n) B
[logi(n) = ]k = Tlog,(0) 2k~ Klogy(k) 0

Since we additionally remove k recursion points per Superpole, we get

nlogy(n) |SPy| —

klogz(k) +O(n )_kl 2(k)nlogz(n)_|.(g(n)_

|SHORTCIRCUIT(G)| = |G| —
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O

In particular, if k = 2, we get a bound of 1.5nlog,(n) + O(n) for a I'(n) Liu EUG and
3nlog,(n)+ O(n) for the merged I(n) Liu EUG .
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In this chapter, we focus on extending the already seen constructions from Chapter 3 to
support multi-input gates. The first approach is based on the idea of [Val76][SS08, §4.3] and
described in Section 4.1. Our new proposed dynamic construction is presented in Section 4.2.
In Section 4.3, we describe a generalized Universal Gate construction for arbitrary high input
gate sizes with fanin 2. Note that this Universal Gate construction is used in both approaches
for multi-input gates.

4.1 The Fixed Edge-Universal Graph Construction of [Val76][SS08,
§4.3]

Assume we want to edge-embed a graph with fanin p. The idea of this construction is to
merge p instances of I} EUGs into a T, EUG. This idea was originally mentioned in [Val76] and
practically deployed in [SS08, §4.3] along with two other multi-input gate UC constructions.
The advantage of this construction is that each Universal Gate supports p inputs and p
outgoing wires, which is why we call this the "fixed construction". It also has asymptotic
optimal size and leaks less information than our new construction (cf. Section 4.2). We use
the state-of-the-art construction of [LYZ"21] as our underlying EUG.

Corollary 4. An EUG for T,,(n) for p € Ny, can be constructed with size at most

1.5pnlog,(n) + pO(n).

Proof. Construct p instances of Liu(n), and merge them. By Corollary 3, this yields an EUG
for T, (n) with size bounded by 1.5pnlog,(n) + pO(n). O

Note that the size of this construction is directly dependent on the fanin p. Our following
construction is only dependent on the number of gate inputs inputs exceeding the limit of 2
inputs per gate. But, Section 4.2 shows that this comes with a trade-off in privacy.
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4.2 Our Dynamic Edge-Universal Graph Construction

Because we want to use dynamic multi-input gates, we need to modify our definition of the
graphs that can be edge-embedded. In particular, we have to define the maximum number
of inputs for each gate before constructing the EUG (resp. the UC). Note that the concrete
construction depends on these parameters together with the number of inputs, gates, and
outputs. Therefore, the "anonymity" of the function is only guaranteed within this set of
functions, i.e., all functions respecting above limitations can be embedded in the same UC
(with different programming bits). Thus, they can not be distinguished when using a secure
Two-Party Computation protocol. More formally, let f be a Boolean function and G’ the graph
that results from converting this Boolean function into a Boolean circuit. Sort G’ topologically,
convert it to a circuit with fanout 2 by using copygates, and let P* be the vector indicating
how many inputs each gate (in topological order) can use. Then, our construction guarantees
that f can not be distinguished from functions with the same number of inputs, number of
gates, number of outputs, and same vector P* for the gate input sizes (cf. Definition 4.2.1).
Note that the fixed construction [Val76][SS08, §4.3] guarantees this with the restriction
of P* = 1p, where 1 denotes the vector where each entry is 1, and p denotes the fanin
of the circuit, i.e., only the number of inputs, gates, outputs, and the maximum used gate
input size is leaked. This means that the fixed construction always leaks less information,
unless PT = 1p. Therefore, our construction can also be seen as a Semi-Private Function
Evaluation scheme. This is sufficient in many applications as [PSS09; GKSS19] show, but
keep in mind that there can be situations where this is not secure. The amount of leakage can
be reduced to some extent by using a maximum gate input size higher than needed. However,
this increases the size of the resulting UC.

To formally capture the set of graphs that our new construction can edge-embed, we need
the following definition.

Definition 4.2.1 (Ip+ p-(n)). Let G = (V,E) be a directed acyclic graph with topologically
ordered V := {v1,V,,...,v,} and P*,P~ € N". Then G € Iy p-(n) if:

* [VI<n,

* 5T(v) SPTAST(v) <P Vie[n]
If P/~ = 1p for some p €N, we write p instead of 1p.
In this sense, Corollary 4 yields a T, ,(n) EUG. In the following, we describe our dynamic
multi-input gate construction. An example of the whole EUG creation and embedding process

is depicted in Figure 4.1 on page 37. The explicit creation of the used auxiliary graph is given
by Algorithm 8 on page 38.
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(a) Original graph (b) Corresponding auxiliary graph

(c) Edge-embedding of the original graph. First, the edges from the auxiliary graph are embedded.
Then, edges in gray are removed from the EUG, while dashed edges are added to the EUG, resp.
to the edge-embedding. The result is an edge-embedding for the original graph. Then, we can
replace the ingoing edges to pg by directed edges to the multi-input pole pg. The auxiliary pole p,
becomes a Y-Switch that only forwards the orange wire.

Figure 4.1: Example of our dynamic multi-input gate construction.
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4 Support for Multi-Input Gates

Algorithm 8: AUXILIARYGRAPH(G)
Input :G = (V,E) € Ip+ 5(n)

n +_
Output: G = (V,E) € [(n+ A) with A = 3 max{[ 51,0}
i=0
1 G=(V,E) « (V,0)
2 foreach v, €V :

3 j<0

4 foreach e = (w,v;) € E :

5 ifj>2:

6 if j =0 (mod 2) :

7 t\_h—VU{ul.i}
)

8 E(—EU{(W,ul[%])}

9 else

10 LE<—EU{e}

11 | e+l

The idea of our construction is the following:

We begin by constructing an auxiliary graph G. For each pole that has more than two incoming
edges, we create an auxiliary pole for each two additional inputs. Then, we replace all edges
to the original pole, up to the first 2 edges, by edges to the auxiliary poles. The purpose of the
auxiliary poles is to forward their inputs to the original multi-input pole. The resulting EUG U
then guarantees that there can be a path from any pole with lower order to the corresponding
auxiliary poles. Note that because we merge 2 I'; EUGs, each auxiliary pole always has two
inputs. If there is a multi-input gate with an odd number of inputs, there will be one auxiliary
pole in G with only one input. Nevertheless, the corresponding auxiliary pole in ¢/ will have
two inputs, so we can not directly forward the inputs of this pole.

One option is to always forward both inputs to the multi-input gate, but this means that the
multi-input pole has one input more than it actually needs. This can be solved by padding
the function bits such that this input is ignored, but then we need a bigger universal gate.
Since the number of inputs to each pole is public anyway and the size of the Universal Gates
grows exponentially with its inputs (cf. Proposition 4), we circumvent this problem by a
small trick.

If the auxiliary pole has 2 inputs in G, we can just replace all edges to the auxiliary pole by
direct edges to the corresponding multi-input pole in the EUG and remove the auxiliary pole.
If the auxiliary pole has only one input in G, we replace the auxiliary pole by a Y-Switch and
set its control bit such that the desired input is forwarded.

Theorem 5. Let P* € N". Then, there exists an EUG for Ip+ 5(n) with size bounded by

3(n+ A)logy(n+A)+0O(n+ A),
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4 Support for Multi-Input Gates

n Pr—2
where A ==Y max{[-5—1,0}.
i=0

Proof. Let G = (V,E) € I+ 5(n) be the graph to be embedded in an EUG. Wl.o.g. assume
that V := {v, v,, ..., v,,} is in topological order with possibly dummy nodes if |V| < n.

Step 1: Construct a I,(n + A) graph using auxiliary poles for nodes with indegree higher
than 2:

Set G = (V, E) = AUXILIARYGRAPH(G) € I,(n+A) (Algorithm 8). Note that the "relative topo-
logical order" is maintained, i.e., na(v;) < ng(vi41) Vi € [n]. Furthermore, we can choose 7
such that the topological order of V has the form (..., v;, U411, -, ui+1,|,deg+(‘/2i+1)_2_|, Vigq,...) for

+ ) p—
all i € [n], i.e., the auxiliary poles u; ; for j € [[W]] are directly before the original

pole v; if auxiliary poles are needed.

Step 2: Create a I,(n + A) EUG U = (VY, EY, BU*,U;,U,) with pole set P = V and edge-
embed G into it:

We do this by creating a Liu EUG U with pole set V and split parameter 2. Then, we
merge two instances of it. By Theorem 3 and Corollary 3, this yields a I;;(n + A) EUG of
size at most 3(n + A)log,(n + A) + O(n + A). Edge-embedding G into &/ (by Theorem 4)
yields ¢ : E — P,.

Step 3: Adjust U to get the final EUG i/ = (V¥, EY, V,il*, 111, U,):
Iterate through all auxiliary poles of ¢/ and do the following: Let u; ; be an auxiliary pole

+ (v )— _
forv, forie[n],je [[wu If the auxiliary pole forwards two inputs (in G), remove

all outgoing edges from the auxiliary pole and replace each of them with an edge connecting
the auxiliary pole to the original multi-input pole, i.e., remove each (u; ;,w) € E for w € V¥
and replace it by (u; j,v;). This yields two edges (u; ;,v;) per auxiliary pole u; ;. Thus, EY
becomes a multi set.

BE »J?
If the auxiliary pole only forwards one input (in G), remove all outgoing edges, and only
add one edge connecting the auxiliary pole to the original multi-input pole, i.e., add the
edge (u; j,v;) to U. The graph that results from modifying ¢/ in the just described way is
denoted by /.

To show that I/ is a Ip+ 5(1n) EUG, we need to define an edge-embedding +) from G into i:
Note that for edges e = (v;,v;) € G\ G, i.e., edges whose endpoints are not auxiliary poles, ¢
already yields edge-disjoint v;-v;-paths, and we can set y(e) =1 (e) for those edges.

Now consider edges edges e = (v;,v;) € G N G, i.e., the endpoints of those edges are trans-
formed into an auxiliary pole in G. For each e, there is exactly one e = (v;,u;;) € G

e _
for j e [[M]] (line 8 in AUXILIARYGRAPH). Now set v(e) = 1) (e) + (u; ;, v;) for one of

the possibly two edges (u; ;, v;) that were added to U before. Obviously, this yields a v;-v;-path.
Since there are at most two edges connecting to an auxiliary pole in G, we can choose a unique
last edge for each path. Because the paths in the image of 1) were already edge-disjoint, also
the paths in the image of 1) are edge-disjoint. Thus, 2 is an edge-embedding of G into 4. [J
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4 Support for Multi-Input Gates

Once the EUG is created, we can remove, resp. replace, the auxiliary poles as described
before because they are not needed anymore in the UC.

4.3 Transforming a Multi-Input Edge-Universal Graph into a
Universal Circuit

Now that we can edge embed Ip+ p-(n) graphs into our EUG, we have to deal with the
translation of the EUG and the edge-embedding into a UC. One problem that arises with all
constructions is that, by default, secure Two-Party Computation protocols like Yao’s garbled
circuits or Goldreich-Micali-Wigderson [Yao86; GMW87] only support gates with two inputs.
Hence, we can not directly convert our poles with multi-input gates into a suitable circuit.
Furthermore, using only 2-input AND gates preserves the ability to use the resulting UC in all
standard garbled circuits STPC schemes like the state-of-the-art garbling scheme of [RR21]
without further modification. The scheme of [RR21] has a communication complexity of
1.5k + 5 bits per AND gate, where k denotes the security parameter (usually k = 128). It also
uses the Free XOR technique [KS08b]. Therefore, XOR gates can be evaluated without any
communication effort. Note that Yao’s garbled circuits can be extended to support multi-input
gates like in [MNPS04], which was already used in the multi-input gate UC construction
of [SS08]. This approach would further reduce the needed communication, but there are
only exactly n Universal Gates and O(nlogn) X- and Y-Switches such that this improvement
would be marginal. Thus, we decided to use only 2-input gates which are supported by all
STPC protocols.

Note that all other nodes, i.e. the X- and Y-Switches, are not affected by our construction
and have the same number of inputs and outputs as in the original construction. We use a
generalized Universal Gate construction supporting arbitrary many inputs. Note that any
k-input Boolean gate can be described by a lookup table with 2 entries. Hence, we can use a
2K_to-1 multiplexer for each Universal Gate with k inputs to simulate an k-input Boolean gate.
Then, the multiplexer selects the right lookup table entry depending on the input bits.

Definition 4.3.1 (2*-to-1 multiplexer). Let k €N. A 2k to-1 multiplexer M is a Boolean circuit
with 2K function table bit inputs ¢ = (cg, ..., Cox_1) € {0, 1}2k and k programming bit inputs
p=(po, .. Pr_1) € {0, 1} such that

M(c,p)=cpp ¥V c € 0,1}, p € {0,1},

where [p] denotes the decimal number of the binary number py...px_1, L€.,

k—1
[p] = D pi2
i=0
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4 Support for Multi-Input Gates

To build a 2-to-1 multiplexer M*, we use a tree of 2 — 1 2-to-1 multiplexers. This is
done recursively by using the output of two 25~ !-to-1 multiplexers as the input to a 2-to-1
multiplexer. The construction is depicted in Figure 4.2.

\ c

Co

Crh ——————

0
c1
DPo
Cop13
DP1y--.yDk-1
(a) 2-to-1 multiplexer M (b) 2*-to-1 multiplexer MK

Figure 4.2: The 2*-to-1 multiplexer construction. The control bits c® and ¢! are the lookup
table entries for inputs starting with 0, resp. with 1 (cf. proof of Proposition 4).

Proposition 4. A 2X-to-1 multiplexer can be realized by a Boolean circuit with 25 —1 AND gates
and 2(2% —1) XOR gates.

Proof. Letc = (cg,...,Ccor_71) € {0, 1}2k be the function table bits and p = (py, ..., px_1) € {0,1}*
the programming bits for k € N. We use the construction of Figure 4.2 and prove its correct-
ness by induction over k.

Induction base: k=1

If po = 0, then M*(c,, ¢1, Po) = ((co®c1)A0)Bcy = 0@cy = cq. If py = 1, then M*(c,,cq,P0) =
((co®c1) A1) ®cy=cy®cq ®cy=cy. Thus, M! is a 2-to-1 multiplexer with one AND gate
and two XOR gates (cf. Figure 4.2).

Induction step: k—1 ~ k

Let M*~! be the 25~ 1-to-1 multiplexer given by the induction hypothesis. Let ¢ € {0, 1}2’(_1
be the function table bits of ¢, where the first input is 0, i.e., all the bits oy, x,,..x,_,] fOr
X1,Xg, ..., X1 € {0,1}. Analogously, let ¢! € {0, 1}2k_1 be the function table bits, where the

first input is 1. Then
Mk(cﬁ p) = Ml(Mk_l(CO’pI: [XLE) pk—l)’ Mk_l(cl)pb '--;pk—l)) pO)

is a 2K-to-1 multiplexer: By induction hypothesis on M*~!, the two 2¥~1-to-1 multiplexers
return ¢ro, o jandcp, o 7. Since M1 is a 2-to-1 multiplexer, it outputs Cpo.p1..
Therefore, MK is a 2K-to-1 multiplexer.

Pr-1]"
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4 Support for Multi-Input Gates

The circuit size of MX is given by two times the circuit size for M*~1, which is each 2k71 —1
AND and 2(2K~1 — 1) XOR gates plus the one AND gate and two XOR gates from M. This
results in 2(2K"1 —1) + 1 = 2K — 1 AND gates and 2 - 2(2¥"1 — 1) = 2(2K — 1) XOR gates in
total. O
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5 Implementation & Experimental Evaluation

In this chapter, we describe our implementation (Section 5.1), the test setup, and the used
circuits (Section 5.2). Then, we benchmark our multi-input gate UC construction (Section 5.3)
and propose an improved hybrid construction along with benchmarks in Section 5.4.

We will benchmark our dynamic multi-input gates UC construction (cf. Section 4.2) and com-
pare it with the usual approach of using circuits with at most binary gates and with the fixed
multi-gate input approach (Section 4.1). All results in this chapter use the EUG construction
of Liu et al. [LYZ"21] to construct the underlying I'; EUGs. For the sake of completeness,
there is also a smaller set of benchmarks that use Valiant’s 2-Way construction [Val76] as
the underlying EUG in Appendix A.1. Because these results are analogous to the following
results with Liu et al.’s construction, only with larger size, we refrain from presenting them
in the main part of this work. Compilation times of the UCs and their programmings can also
be found in Appendix A.2.

5.1 About The Implementation

Since the 2-Way construction (split parameter k = 2) is the most efficient in the construction
of Liu et. al [LYZ"21], we only implemented this variant of the EUGs. Our implementation
supports arbitrary high gate input sizes, but keep in mind that the size of the Universal Gates
grows exponentially in its number of inputs (cf. Proposition 4).

Our implementation is using C++ (version C++17) and is compiled with gcc version 9.3.0
(Gnu Compiler Collection) under Linux Mint 20.1 running kernel 5.11.0-051100-generic.

Let C denote the circuit to be embedded and p the maximum fanin of the circuit. The UC
compilation works in the following way:

1. Parse the circuit:

The circuit is input in Secure Hardware Definition Language (SHDL) [MNPS04] or Bench
format !, possibly converted from Bench to SHDL, and parsed into the internal graph rep-
resentation. If the fanout of the graph is higher than the allowed fanout (p for the fixed
construction, 2 for the dynamic construction), the fanout is reduced by copy gates. The
resulting graph is denoted by G. If we want to use dynamic multi-input gates, the auxiliary
graph as in Theorem 5 is generated (cf. Algorithm 8). In this case, we will denote the auxiliary

!The Bench format was used as a standard benchmark circuit description for ISCAS’85, ISCAS’89, and ISCAS’99.
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graph by G and the former graph with possibly reduced fanout by G. This gives us a mapping
of poles of G to poles of auxiliary graph G.

2. Split G into multiple I'; graphs:
This is done by coloring the edges (cf. Corollary 2). If, we use the dynamic construction, we
get 2 I graphs. If we use the fixed construction, this yields p I graphs.

3. Create an I'} EUG for each I'; graph:
For each I} graph from the previous step, we create a I EUG. Possible EUGs are
Valiant’s EUG [Val76] and the EUG of Liu et al. [LYZ"21] with 2-Way split.

4. Edge-embed the I’} graphs and merge them:

Each I graph is edge-embedded into the corresponding I} EUG. This edge-embedding is
coded directly into the control bits of the X- and Y-Switching nodes of the EUG. We do
not construct an explicit edge-embedding map 1) because we only need the control bits
to create the UC and the programming bits. The concrete algorithm (Algorithm 3) uses
a slightly modified version of the edge-embedding algorithm in [GKS17] to also support
the construction of Liu et al. Then, the T} EUGs are merged into a I, EUG (for the fixed
construction) or into a I; EUG (for the dynamic construction).

5. Do basic optimizations and check the correctness of the edge-embedding:

We remove edges connecting into an input pole since they will never be used and replace
nodes just forwarding by wires. Then, we possibly remove isolated nodes or change X- to
Y-Switching nodes if one edge was removed before. Switches that are not set yet are randomly
set. At the end, we check the correctness of the edge-embedding by checking for each edge
(u,v) in G whether there is a path leading from u to v (by backtracking according to the
control bits).

6. Set the gates of the EUG:

If we use the dynamic construction, we replace the auxiliary poles by wires connecting directly
to the actual pole or by a Y-Switching node if only one input is forwarded. Analogously to
step 5, we check the correctness of the edge-embedding now with respect to G. For each
node in G, we set the function bits of the corresponding EUG pole. Since the function bits
depend on the order of inputs, and there is no guarantee about the order, we determine the
order of inputs and set the function bits accordingly. This also involves padding the function
bits if the gate has more inputs than needed (e.g., in the fixed case, each gate supports the
maximum fanin of the circuit). Note that these additional inputs are likely to occur since each
Universal Gate outputs p (fixed construction) or 2 (dynamic construction) wires, independent
of whether they are used in G or not. The function bits are padded such that the additional
and undesired inputs are ignored.

7. Transform the EUG into a UC:

We topologically sort the EUG with the restriction that the circuit input occur before all other
nodes. This allows us to enumerate all nodes and assign numbers in ascending order to
the gate output wires. Each node (except for X-Switches) only has one output value, so all
outgoing wires of a node receive the same number. The X-Switches get two wire numbers,
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one for the left and one for the right output. Then, each node along with its ingoing and
outgoing wires is written into a circuit file, while the programming bits are written into a
separate programming bits file.

8. Check the correctness of the UC:

The correctness of the UC is checked by simulating the evaluation of the SHDL circuit and the
UC files for random inputs. This can be repeated arbitrarily often (default is 1) or skipped.
The check fails, if the outputs of both evaluations differ, otherwise the check passes.

5.2 Test Setup and Methodology

The used circuits can be found in Table 5.1. Their basic properties and sources can be found
in Table 5.2. Originally, all these circuits have only gates with at most two inputs. To create
equivalent circuits with higher gate input sizes, we used the circuit synthesis system abc !
that allows Lookup Table (LUT)- or Field Programmable Gate Array (FPGA)-Mapping, i.e., it
converts sets of binary gates to LUTs/multi-input gates. We used the included FPGA-Mapper
by [CMCBO07] using Priority Cuts, which can be used by the command "if -K <maximum
LUT size>". Additionally, we used the option "-a" for area-oriented mapping, which aims
to minimize the number of nodes and not the depth, and topologically sorted the resulting
circuit. We did not use any special circuit optimization for STPC purposes, but above option
yielded the best results in our cases. To remain consistent, we also used the FPGA-Mapper
for a maximum LUT size of 2.

Category Name Description
Arithmetic | rca256 Ripple-Carry Adder with two 256-bit inputs.
rcmul64 Ripple-Carry Multiplier with two 64-bit inputs.
karatsuba64 | Karatsuba multiplier with two 64-bit inputs.
resqr64 Ripple-Carry Squarer with one 64-bit input.
Distance md256 Manhattan distance between two two-dimensional 256-bit points.
ed64 Euclidean distance between two two-dimensional 64-bit points.
Crypto AES 128-bit AES encryption algorithm (with expanded input key).
DES 64-bit DES encryption algorithm (with expanded input key).
MD5 Compression function of the MD5 hash algorithm with 512-bit input.
SHA1 Compression function of the SHA-1 hash algorithm with 512-bit input.

Table 5.1: The circuits used in our benchmark.

!Berkeley Logic Synthesis and Verification Group, ABC: A System for Sequential Synthesis and Verification,
Release 1.01. http://www.eecs.berkeley.edu/~alanmi/abc/
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Category Name Inputs | Gates | Outputs | Source
Arithmetic | rca256 512 | 1532 257 | [DKS*17]
remul64 128 | 28032 128 | [DKS*17]
karatsuba64 128 | 19813 128 | [DKS™17]
resqré64 64 | 13981 128 | [DKS™17]
Distance md256 1024 | 5627 257 | [DKS*17]
ed64 256 | 30633 129 | [DKS*17]
Crypto AES 1536 | 26085 128 | [STT
DES 832 | 18589 64 | [ST]!
MD5 512 | 14570 128 | [STT]*
SHA1 512 | 30117 160 | [ST]

Table 5.2: Basic properties of the used circuits.

Note that the circuits we embed must have fanout bounded by 2 (in the case of the binary or
dynamic approach), resp. p, where p denotes the maximum gate input size (for the fixed
multi-input gates approach). The sizes and gate distributions of all LUT-mapped circuits
can be found in Figures 5.2, 5.6, and 5.10. Since we now have Universal Gates of different
size, we can not just count the number of nodes of the EUG to compare the implementations.
Therefore, we counted the number of AND gates that are necessary to instantiate the building
blocks of the UC (cf. Table 5.3). Note that due to the Free XOR technique [KS08b] for Yao’s
garbled circuits [Yao86], XOR gates can be evaluated without communication effort.

Building block | AND gates | XOR gates
X-Switching block [KS08b] 1 3
Y-Switching block [KS08b] 1 2
Universal Gate with k > 2 inputs (Prop. 4) 2k—1 2k+l_o

Table 5.3: The needed AND and XOR gates per building block in our UC constructions.

I These circuits are transformed into SHDL format by the included Bristol-to-SHDL converter of the ENCRYPTO
open source UC compiler https://github.com/encryptogroup/UC [AGKS20]
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In addition to our real life circuits, we also use Algorithm 9 to create synthetic circuits.

Algorithm 9: CREATERANDOMCIRCUIT(n;, ng, g, o+, p7)
Input :Number of inputs, gates and outputs n;, ng, np,
fanin p ™, fanout p—
Output : Graph G = (V, E) with n; inputs, n gates, n, outputs, fanin p* and fanout

Jo}
1 nen;+ng+ng

2 create vertices vy, ..., V,

3 G=(V,E) « ({v15 cees Vs 0)
4 fori—1ton;+ng:

5 fork—1top :

R )

6 ] < {l +1,..., n} // choose uniformly random
7 if6,(vj)<p*:

8 L E—EU{(v;,v))}

9 ifl > ny:

10 L set random function bits for v;
11 else

12 L mark v; as input

13 forie—n;+ng+1ton:

14 set random function bits for v;
15 mark v; as output
16 return G

The goal of these synthetic circuits is to get circuits with a high variance in gate input sizes.
Thus, we do not need real random graphs in the sense of a uniformly random chosen circuit
out of all valid circuits. Instead, for each node we try to connect it to p~ randomly chosen
nodes with higher topological order. Only if those target nodes have less than p™* inputs, we
add this wire. This is not a uniformly random chosen circuit.
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5.3 Universal Circuit Sizes
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= Fixed (§4.1) = Dynamic (§4.2) ‘

Figure 5.1: Arithmetic: Comparison of the UC sizes (number of AND gates) needed to embed
arithmetic operations w.r.t. different LUT sizes. The vertical lines show the results
of the binary approach. The number in braces is the relative improvement over
the binary construction.

The benchmarks for arithmetic operations in Figure 5.1 show that in every circuit, the size
of the UC can be reduced by more than 40% by using multi-input gates. The sweet spot
for the circuit fanin is between 3 and 4 for all cases and holds for the fixed as well as the
dynamic approach. Especially the fixed multi-input approach is interesting in two ways.
The positive observation is that, in contrast to the dynamic approach, we achieve the same
level of anonymity (up to the maximum fanin of the circuit) as with the binary approach,
while reducing the size of the UC by 45% on average for the arithmetic circuits (when using
the optimal LUT size). Most notably, we could reduce the size of the 64-bit Ripple-Carry
Multiplier by 49%. However, this only holds for small LUT sizes up to 5. Using higher
LUT sizes drastically increases the number of nodes such that the resulting UC becomes
larger than the UC constructed by the standard binary construction. On the other hand, the
dynamic construction does not show this behavior and always improves on the usual binary
construction on average by 38% when used with the best possible LUT size and by 25% over
all used LUT sizes. This shows that our dynamic construction is more consistent, but we
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expected the dynamic construction also to be more efficient than the fixed construction since
it leaks more information.

10%
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Figure 5.2: Arithmetic: Distribution of the gate input sizes w.r.t. different LUT sizes. The
different colors represent the used gate input sizes. Note that this figure only
counts the number of gates and does not weight a multi-input gate more than a
binary gate.

Figure 5.2 shows the distribution of the different LUT sizes for the arithmetic circuits. Sur-
prisingly, there is no almost circuit size reduction by allowing more than 4 gate inputs. The
possibility to use high LUT sizes was barely used by our FPGA-Mapper. Because this obser-
vation is extreme for the 256-bit Ripple-Carry Adder, we further analyzed this circuit and
its corresponding UCs. There is no significant size reduction by using more than 3 gate
inputs. On the other hand, because there are always some gates with the maximum LUT size,
the fixed multi-input gate construction has to support this gate input size for all Universal
Gates. This results in half of the UC consisting of the Universal Gates for the 8LUT case (cf.
Figure 5.3 on page 50). But even without the huge share of the Universal Gates, the fixed
multi input gate construction would be more than twice the size of the dynamic multi-input
construction in this case due to the merging of 8 I; EUGs, where most of the wires are never
used.
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If the circuit size can further be reduced by using even higher LUT sizes, we suspect that the
dynamic construction will outperform the fixed construction in those situations. This can
be seen in the benchmarks with LUT sizes greater than 4 since in these cases the dynamic
construction profits extremely from not being directly dependent on the fanin. However, the
circuit synthesis suite used in our benchmark could not reduce the circuit sizes sufficiently
with high LUT sizes. But, we will see such a case with the DES circuit and very high LUT
sizes in Section 5.4.

B X-Switching blocks
(5%~ O Y-Switching blocks
O Universal Gates

(a) Fixed (84.1) (b) Dynamic (§4.2)

Figure 5.3: Ripple-Carry Adder: Share of the building blocks in the UC size (number of AND
gates) for the 256-bit Ripple-Carry Adder with LUT size 8.

Note that the fanout of the circuit to be embedded must be equal to the fanin of the circuit for
the fixed multi-input construction, resp. 2 for the dynamic multi-input construction. Since
the added copy gates are treated like usual gates by the EUG construction, this increases the
resulting UC size significantly. This is more severe with the dynamic construction because we
only merge two I}y EUGs. Thus, each Universal Gate in the dynamic construction natively
only supports two outgoing wires. The effect on the circuit size can be seen in Figure 5.4.

Il 512

rca256-3LUT m 512
0512

I 12,069
remul64-3L.UT I— 16,095

1 20,159

I 3,420
karatsuba64-3LUT I— 11,270

114,315

e 6,109
resqro4-3LUT e 8,157
[

110,268

= Fanout reduced to 2 mm Fanout reduced to Fanin mm Original

Figure 5.4: Arithmetic: Comparison between the original circuit sizes and the same circuits
after reducing the fanout. The used versions of the circuits are the ones that
yielded the smallest UC size using the fixed or dynamic approach. Note that
these are the circuit sizes before replacing wires by auxiliary poles in the dynamic
construction.
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Figure 5.5: Distance: Comparison of the UC sizes (number of AND gates) needed to embed
Manhattan and Euclidean Distance w.r.t. different LUT sizes. The vertical lines
show the results of the binary approach. The number in braces is the relative

improvement over the binary construction.

The benchmarks for the Universal Circuits computing a distance (cf. Figure 5.5) draw a
similar picture as the prior ones. The best result for the Manhattan Distance is achieved
by the dynamic construction with a 45% size reduction compared to the standard binary
construction, while the UC for the Euclidean Distance can be reduced by 45% using the fixed
multi-input gate construction.
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(b) 64-bit Euclidean Distance

Figure 5.6: Distance: Distribution of the gate input sizes w.r.t. different LUT sizes. The
different colors represent the used gate input sizes. Note that this figure only
counts the number of gates and does not weight a multi-input gate more than a

binary gate.

Again, there is only a little reduction in circuit size by allowing higher LUT sizes (cf. Figure 5.6).
In particular, the circuit size reduction from 6LUT to 7LUT is not sufficient for a UC size
reduction, while the reduction from 3LUT to 4LUT is sufficient. Figure 5.7 shows that a solely
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Figure 5.7: Manhattan Distance: Number of AND gates needed to instantiate the gates of
the Manhattan circuit as Universal Gates w.r.t. different maximum LUT sizes. The
number in braces is the relative difference to the number of AND gates needed
for the Universal Gates with the binary construction (2LUT). Note that this is
before fanout reduction of the circuit, which would possibly add copy gates.

circuit size reduction is not enough to reduce the UC size if the LUT sizes become too big.
This is a problem because the size of the Universal Gates grows exponentially in its number
of inputs (cf. Proposition 4), which can be seen in the difference from 6LUT to 7LUT in
Figure 5.7. On the other side, the reduced number of gates in the 4LUT circuit is enough to
compensate for the increased Universal Gate sizes compared to the 3LUT circuit. Note that
the reduction of the circuit fanout will possibly further increase the number of gates, which
was not considered by our observations so far. This effect is similar to the arithmetic circuits
and can be seen in Figure 5.8.

],
md256-4LUT mmmm 1,963

1 22,062

= Fanout reduced to 2 mm Fanout reduced to Fanin mm Original

Figure 5.8: Distance: Comparison between the original circuit sizes and the same circuits
after reducing the fanout. The used versions of the circuits are the ones that
yielded the smallest UC size using the fixed or dynamic approach. Note that
these are the circuit sizes before replacing wires by auxiliary poles in the dynamic
construction.
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5.9: Cryptographic: Comparison of the UC sizes (number of AND gates) needed to
embed cryptographic algorithms w.r.t. different LUT sizes. The vertical lines
show the results of the binary approach. The number in braces is the relative

improvement over the binary construction.

While we could always achieve a large UC size reductions with the prior arithmetic and
distance circuits by using LUT sizes of 3 or 4, this no longer holds in such a scale for the
cryptographic circuits (cf. Figure 5.9). Using multi-input gates, we could reduce the size
of the AES embedding by 12% with the fixed construction, resp. by 5% with the dynamic
construction. The best result could be achieved with the DES circuit. In this case, the dynamic
construction with the 8LUT circuit achieves the smallest possible size, improving on the usual
binary construction by 24%.

Comparing Figure 5.10 to the gate size distributions of the prior circuits (cf. Figure 5.2 and
Figure 5.6), we again have the largest drop off going from 2LUT to 3LUT. For the DES circuit,
there is even a circuit size reduction for higher LUT sizes, which explains why the dynamic

construction is so efficient with a LUT size of 8.
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Figure 5.10: Cryptographic: Distribution of the gate input sizes w.r.t. different LUT sizes.
The different colors represent the used gate input sizes. Note that this figure
only counts the number of gates and does not weight a multi-input gate more
than a binary gate.

Figure 5.11 shows that the dynamic construction was able to yield the smallest UC for DES,
although many copy gates were used to reduce the fanout of the circuit. In this case, the
resulting circuit is more than two times the size of the circuit reduced to fanout 8 for the
fixed construction.
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Figure 5.11: Cryptographic: Comparison between the original circuit sizes and the same
circuits after reducing the fanout. The used versions of the circuits are the ones
that yielded the smallest UC size using the fixed or dynamic approach. Note
that these are the circuit sizes before replacing wires by auxiliary poles in the
dynamic construction.
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Figure 5.12: Random: Size of UCs when embedding random circuits with 1000 inputs,
10000 gates and 1000 outputs with different fanin and fanout. Solid lines are
the results for the dynamic construction. Dashed lines are the results for the
fixed construction.

Figure 5.12 demonstrates the potential of our dynamic construction if the circuits have highly
varying gate input sizes. Especially for the random circuit with fanin 8 and fanout 2, most
of the gates have few inputs, which is no problem for the dynamic construction as we only
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"pay" per input that exceeds the usual 2 inputs. On the other hand, each Universal Gate in
the fixed construction supports 8 inputs since this is the fanin. Therefore, 8 I} EUGs have
to be merged. In this case, the size of the UC constructed by our dynamic construction is
less than a fifth of the UC size with the fixed construction. However, due to the merging of 8
EUGs, each Universal Gate also supports 8 outgoing wires. The tides turn once the fanout of
the circuit is large enough (fanout > 6). At this point the dynamic construction must use
many copy gates to forward the outputs of gates with outdegree greater than 2.

The random circuits show that a high fanin is better suited for the dynamic construction
if there are enough gates with fewer inputs, while circuits with only little variation in the
LUT sizes and no outliers to the top are better embedded using the fixed construction. This
"rule of thumb" can be seen with random circuits with fanout 4 (lines in green). The fixed
construction is smaller up to a fanin of 6, while the dynamic construction is preferred with
fanins larger than 6.

5.4 AnImprovement Attempt: The Hybrid Construction

Section 5.3 showed the advantages that both multi-input constructions offer over the standard
binary construction. However, depending on the situation, the dynamic construction is more
efficient than the fixed one or vice-versa. In particular, the fixed constructions struggles with
varying gate input sizes because each gate must support the highest indegree p, which results
in p T} EUG mergings.

On the other hand, our dynamic construction suffers from the limited fanout of 2. Fig-
ures 5.4, 5.8 and 5.11 show that most circuits are almost doubled in size after reducing
the fanout to 2. Reducing the fanout exactly to the fanin still results in an overhead. But,
compared to the reduction to 2, the increase in size is drastically reduced. The worst case here
is the 64-bit Karatsuba Multiplier with a maximum LUT size of 3 that increases by 34%.

Thus, we try to combine both approaches to a so called hybrid construction. The idea is that
we use our new dynamic construction for I'y graphs, but merge it now k > 2 times. This
increases the minimum Universal Gate size to k, and we need to merge k I} EUGs. But, this
decreases the need for copy gates since each gate now natively supports k outgoing edges.
We refrain from providing a correctness proof since the proof for the hybrid construction
is analogous to the proof for our basic dynamic multi-input gates construction. The only
n
difference is that we choose a I} (n + A) EUG for A := Z max{[P;rT_k], 0} in the second step.
In order to only forward the desired number of inputs tc; t(l)le Universal Gates, we need a more
sophisticated construction than a simple Y-Switch for the auxiliary poles forwarding less than
k inputs.

Recall that the problem is that every auxiliary pole, by default, forwards exactly k wires,
where k is the number of I} EUG mergings. To only forward some of the ingoing wires, we
use so called selection networks. These networks are small graphs which ensure that only
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Figure 5.13: The selection networks used in the hybrid construction (§ 5.4) for auxiliary poles
with 3,4, or 5 inputs.

the desired inputs to the auxiliary poles are forwarded to the actual multi-input gate. The
constructions consist of multiple Y-Switches and the control bits of these switches can be set
such that only the desired inputs are forwarded. The constructions are given in Figure 5.13.
Each auxiliary pole that forwards less than than k inputs will be replaced by such a selection
network. The constructions only depend on the number of inputs and outputs, and the
control bits remain private to the function owner. The order of the inputs to the multi-input
gate is irrelevant since we can set the function table of the Universal Gates freely. Note that
the hybrid construction is the same as the dynamic constructions if 2 mergings are used. On
the other hand, the hybrid construction becomes the fixed construction if the number of
mergings equals the highest gate input size because no auxiliary poles are needed in this case.
Therefore, when referring to the hybrid construction, we exclude these cases.
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Figure 5.14: Hybrid, Arithmetic: UC sizes (number of AND gates) of cryptographic algo-
rithms with the hybrid construction (§5.4) w.r.t. the number of mergings. The
dashed vertical lines show the best results with the fixed (§4.1) or dynamic (§4.2)
construction. The solid vertical lines show the results for the standard binary
construction. The number in braces is the relative improvement over the binary
construction.

Figure 5.14 shows that the hybrid construction with 3 or 4 mergings always yields smaller
UC sizes than the standard binary construction. Using 5 mergings always increases the UC
sizes compared to 3 or 4 mergings. The problem is the same as with the fixed constructions
because 5 I} EUGs are merged, although there are only few gates using this many inputs
(cf. Figure 5.2). The benchmarks for the distance circuits in Figure 5.15 show the same
behavior.
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the hybrid construction (§5.4) w.r.t. the number of mergings. The dashed vertical
lines show the best results with the fixed (§4.1) or dynamic (§4.2) construction.
The vertical lines show the results for the standard binary construction. The
number in braces is the relative improvement over the binary construction.
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Figure 5.16: Hybrid, Crypto: UC sizes (number of AND gates) of cryptographic algorithms
with the hybrid construction (§5.4) w.r.t. the number of mergings. The dashed
vertical lines show the best results with the fixed (§4.1) or dynamic (§4.2) con-
struction. The vertical lines show the results for the standard binary construction.
The number in braces is the relative improvement over the binary construction.

The first circuits where the hybrid construction yields the smallest sizes (compared to the
best case for the dynamic or fixed construction) are the DES and MD5 circuit. Those UC sizes
could be reduced by 26% and 18% compared to the standard binary construction.
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Figure 5.17: Hybrid, Crypto: UC sizes (number of AND gates) of cryptographic algorithms
with the hybrid construction (§5.4) and very high LUT sizes. The solid black
line represents the best UC size so far. The dashed gray line represents the result
for the standard binary construction.

What happens if we further increase the LUT size? The only circuit that can be further reduced
in size by allowing higher LUT sizes is the DES circuit. All other circuits have their sweet spot
between 3 and 4. Figure 5.17 shows that we can further decrease the UC size of the DES
circuit to 862,203 AND gates which is an improvement of 33% over the binary construction
with 1,275,338 AND gates.
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Fixed (§4.1) | Dynamic (§4.2) | Hybrid (§5.4)
256-bit Ripple-Carry Adder 37% 41% 37%
64-bit Ripple-Carry Multiplier 49% 38% 38%
64-bit Karatsuba Multiplier 48% 36% 37%
64-bit Ripple-Carry Squarer 45% 37% 36%
256-bit Manhattan Distance 40% 45% 34%
64-bit Euclidean Distance 45% 37% 36%
AES 12% 5% 11%
DES 11% 33% 33%
MD5 13% 8% 18%
SHA-1 19% 13% 15%
Average 32% 29% 30%

Table 5.4: The relative improvement in the UC sizes over the binary construction. The
improvement is calculated with the best possible LUT size. For the hybrid con-
struction (§5.4) either 3 or 4 mergings are used, where we excluded cases in
which the hybrid construction becomes the fixed construction (§4.1). The highest
improvement per circuit is marked in bold.
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6 Conclusion

In this work, we implemented and extended the state-of-the-art UC construction of
Liu et al. [LYZ"21] to support multi-input gates and showed the practicality of this ap-
proach. The extension to multi-input gates uses the underlying EUG as a black box and can be
used with any other EUG too. We showed that all three proposed constructions (fixed (§4.1),
dynamic (§4.2), hybrid (85.4)) reduced the UC sizes compared to the standard binary gate
UC construction by almost a third on average (cf. Table 5.4). The UC size reduction for
cryptographic circuits was always lower than for arithmetic or distance circuits. The concrete
improvement depends heavily on the concrete circuit. For each construction, there are
circuits where they yield the smallest UC size. Our new dynamic construction showed its
potential if high LUT sizes are used with many smaller gates as with the random circuits or
the DES circuit in the 8LUT version. It always yields smaller UCs than the binary construction
for all testes LUT sizes. However, if the best possible LUT size is used, the fixed construction
that relies on the ideas of [Val76][SS08, 8§4.3] is the most efficient. But, the size of fixed
construction grows linearly with the fanin of the circuit, which can be a problem if only few
gates with many inputs are used. In those cases, the dynamic and hybrid construction are
the most efficient.

Future Work

Further UC size reduction could possibly be achieved by allowing gates to have multiple
distinct outputs.

We saw that the sweet spot for the LUT size is between 3 and 4 for most of the circuits because
this gives the largest circuit size reduction while keeping the LUT sizes small. Higher LUT
sizes only seemed to work for the DES circuit. Therefore, a linear PFE scheme like [KM11;
MS13; MSS14; BBK18; HKRS20] supporting gates with 3 or 4 inputs would be desirable.
We also saw that a high number of outgoing wires per gate significantly increases the circuit
sizes. An interesting area of research that directly improves the UC sizes is the synthesizing
of circuits with higher LUT sizes and optimized gate outputs, which yield smaller circuits,
and therefore, smaller UCs.

Further research can possibly find a way to circumvent the need for copy gates and directly
allow higher fanouts.

Because our construction uses the concrete I} EUG construction as a black-box algorithm,
any improvement on Iy EUGs directly improves our proposed construction.
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A Appendix

A.1 Benchmarks with Valiant’s EUG Construction
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Figure A.1: Valiant, Arithmetic: Comparison of the UC sizes (number of AND gates) needed
to embed arithmetic operations w.r.t. different LUT sizes and Valiant’s 2-Way split
EUG [Val76]. The vertical lines show the results of the binary approach. The
number in braces is the relative improvement over the binary construction.

8LUT |:] 377106 ol ] 907806 (+91.9%) 8LUT |:] 244I3554 D) ] 5280559 (+69.6%)
ALUT R, ALUT A
BLUT e 3R ) BLUT E BT
2LUT ] BB 2LUT e e
(a) 256-bit Manhattan Distance (b) 64-bit Euclidean Distance

’ = Fixed (§4.1) 0= Dynamic (§4.2)

Figure A.2: Valiant, Distance: Comparison of the UC sizes (number of AND gates) needed
to embed arithmetic operations w.r.t. different LUT sizes and Valiant’s 2-Way split
EUG [Val76]. The vertical lines show the results of the binary approach. The
number in braces is the relative improvement over the binary construction.
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Figure A.3: Valiant, Crypto: Comparison of the UC sizes (number of AND gates) needed to
embed arithmetic operations w.r.t. different LUT sizes and Valiant’s 2-Way split
EUG [Val76]. The vertical lines show the results of the binary approach. The
number in braces is the relative improvement over the binary construction.
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A.2 Compilation Times
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Figure A.4: Compilation times in milliseconds for creating the UC (with Liu et al.’s
EUG [LYZ*21]) with corresponding programming bits without correctness checks.
Note that compilation time is a one-time expense that can be done offline once the
function is known. The circuit size is the crucial factor in the online evaluation.
The circuits were input in SHDL format. The times are the average of 100 runs.
No special compiler optimization was used. The used system consisteted of an
AMD Ryzen 3700x (3,6GHz) and 16GB DDR4-3000 RAM. The used OS was Linux
Mint 20.1 with kernel version 5.11.0-051100-generic.

75



	Introduction
	Preliminaries
	Graph Theory
	Edge-Universal Graphs
	Using Edge-Universal Graphs for Private Function Evaluation

	Edge-Universal Graph Constructions
	Valiant's Edge-Universal Graph Construction
	Liu et al.'s Edge-Universal Graph Construction
	The Weak Version
	The Optimized Version


	Support for Multi-Input Gates
	The Fixed Edge-Universal Graph Construction of valiant[§4.3]ss08
	Our Dynamic Edge-Universal Graph Construction
	Transforming a Multi-Input Edge-Universal Graph into a Universal Circuit

	Implementation & Experimental Evaluation
	About The Implementation
	Test Setup and Methodology
	Universal Circuit Sizes
	An Improvement Attempt: The Hybrid Construction

	Conclusion
	List of Figures
	List of Tables
	List of Abbreviations
	Bibliography
	Appendix
	Benchmarks with Valiant's EUG Construction
	Compilation Times


